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Abstract
Speck1 is a systemthat acceleratespowerful securitycheckson
commodity hardware by executing them in parallel on multiple
cores.Speckprovidesan infrastructurethat allows sequentialin-
vocationsof a particularsecuritycheckto run in parallelwithout
sacri�cing the safetyof the system.Speckcreatesparallelismin
two ways.First, Speckdecouplesa securitycheckfrom an appli-
cationby continuingthe application,usingspeculative execution,
while thesecuritycheckexecutesin parallelon anothercore.Sec-
ond,Speckcreatesparallelismbetweensequentialinvocationsof a
securitycheckby runninglaterchecksin parallelwith earlierones.
Speckprovidesa process-level replaysystemto deterministically
andef�ciently synchronizestatebetweena securitycheckandthe
originalprocess.WeuseSpeckto parallelizethreesecuritychecks:
sensitivedataanalysis,on-accessvirusscanning,andtaintpropaga-
tion. Runningona4-coreandan8-corecomputer, Speckimproves
performance4x and7.5xfor thesensitivedataanalysischeck,3.3x
and2.8x for theon-accessvirus scanningcheck,and1.6x and2x
for thetaintpropagationcheck.

Categoriesand SubjectDescriptors D.4.5 [Operating Systems]:
Reliability; D.4.6 [Operating Systems]: Securityand Protection;
D.4.7[Operating Systems]: OrganizationandDesign; D.4.8[Op-
eratingSystems]: Performance

GeneralTerms Performance,Reliability, Security

Keywords OperatingSystems,Security, Performance,Parallel,
Speculative Execution

1. Intr oduction
A run-time securitycheck securesa systemby instrumentingan
applicationto eitherdetectan intrusionor prevent an attackfrom
succeeding.Securitychecksoccurat a varietyof granularities.For
instance,on-accessvirus scanners(Miretskiy et al. 2004)execute
during eachreadandwrite to disk, call-graphmodeling(Wagner
and Dean2001) executesduring eachsystemcall, and security
checkssuchastaint analysis(NewsomeandSong2005),dynamic
data-�ow analysis(Costaetal. 2005),anddata-�ow graphenforce-
ment(Castroetal. 2006)executebeforea singleinstruction.

1 Speckstandsfor Speculative ParallelCheck.
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To detectanattack,asecuritycheckimpedesthecritical pathof
anapplicationby blockingit until thecheckcompletes.A security
checkcouldbeexecutedoutsidethecritical path,but detectingan
attackafterdamagehasbeendoneis of little use– onceanattack
succeeds,it is oftenverydif�cult to undoits effects.

Unfortunately, executingpowerful securitychecksin thecritical
pathdrasticallyslows down performance.For example,a security
checksuchastaint analysiscanslow down applicationexecution
by anorderof magnitudeor more(NewsomeandSong2005).

Therefore,securityresearcherswhowishto guardagainstintru-
sionsarefacedwith a conundrum.Powerful securitychecksmay
causeanapplicationto executetooslowly, but weaker checksmay
notdetectanattack.

This paperdescribesa system,called Speck,that accelerates
powerful security checkson commodity hardware by executing
themin parallelonmultiplecores.Speckprovidesaninfrastructure
thatallows sequentialinvocationsof a particularsecuritycheckto
run in parallelwithout sacri�cing thesafetyof thesystem.

Speckcreatesparallelismin two ways.First, Speckdecouples
asecuritycheckfrom anapplicationby continuingtheapplication,
usingoperatingsystemsupportfor speculative execution,while a
securitycheckexecutesin parallelon anothercore.Second,Speck
takes advantageof the applicationexecuting aheadto start and
run later checksin parallel to earlier ones.Thus, Speckcreates
parallelismnot only betweena processanda securitycheck,but
alsobetweenthesequentialinvocationsof a check.

Speckusesthreetechniquesto safelydeferandparallelizesecu-
rity checks.First, SpeckusesSpeculator(Nightingaleet al. 2005)
to executea processspeculatively and to track andpropagateits
causaldependencies.Speculatorallows a processto interactspec-
ulatively with thekernel,�le system,andotherprocesses.Should
a securitycheckfail, Speculatorrolls backeachobjectandprocess
within the operatingsystemthat dependsupon the compromised
application.

Second,Speckbuffersexternaloutputthatdependson a specu-
lativeprocess,suchasoutputto thenetwork or thescreen,until the
securitychecksuponwhich theoutputdependshave succeeded.

Finally, Speckprovides a replay systemthat logs sourcesof
non-determinismas the speculative processexecutes.When the
security check executesin parallel, Speck replays each logged
sourceof non-determinismto ensurethat the code executing in
paralleldoesnotdivergefrom thespeculative process.

We implementedSpeckasasetof changesto theLinux 2.4and
2.6kernels,andwe implementedparallelversionsof threesecurity
checks:sensitive dataanalysis,on-accessvirus scanning,andtaint
propagation.Ourresultsto datearepromising.Runningona4-core
andan8-corecomputer, Speckimprovesperformance4x and7.5x
for thesensitivedataanalysischeck,3.3xand2.8xfor theon-access
virus scanningcheck,and 1.6x and 2x for the taint propagation
check.
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The left-hand side shows a process executing with a security check
interrupting execution to check for an intrusion. The right-hand side
of the �gure shows how Speck parallelizes security checks. On
CPU0, the original process runs, using speculative execution, without
a security check. Speck forks copies of the process, and uses replay
to aggregate and execute checks in parallel on multiple cores.

Figure1. Parallelizingasequentialsecuritycheck

2. Designoverview
2.1 Speck

Speck's goal is to provide securityequivalent to that provided by
securitychecksexecutingsequentiallywithin the critical path of
an application,while achieving betterperformancethroughparal-
lelism. The securityprovided by a parallel checkusing Speckis
equivalent to that provided by a sequentialversion if the output
of theparallelversioncouldhave beenproducedby thesequential
version.

Theleft-handsideof Figure1 showsaprogram(denotedby the
numberedboxes) and a securitycheck(stripedboxes) executing
sequentially. The right-handside of the �gure shows how Speck
parallelizessecuritychecksonmultiplecores.Theprocessrunning
on CPU0 executeswithout a securitycheckusingoperatingsys-
tem supportfor speculative execution.We refer to it as the unin-
strumentedprocess. The uninstrumentedprocessinvokessecurity
checksthat run in parallelon othercores.Speckreplaystheunin-
strumentedprocess's execution(shadedboxes) on other coresto
generatethestaterequiredfor eachsecuritycheckto run.We refer
to theprocessesthatrunsecuritychecksin parallelasinstrumented
clones.

Thestateusedby a parallelcheckmustbeidenticalto thestate
it wouldhave usedif it wasexecutingsequentially. Whenit is time
to begin a securitycheck,Speckusesfork asa generalmethodto
copy (i.e., copy-on-write) the stateof the uninstrumentedprocess
andship it to anothercore.Using a softwaremechanismsuchas
fork allows Speckto run on commodityhardware.Unfortunately,
two non-trivial costsslow thestartof a securitycheckwhenusing
fork : �rst, the pagetableof the applicationmustbe copiedand
the pagesmust be protected.Second,during execution,both the

uninstrumentedand clonedprocesswill take copy-on-write page
faults.

Speckamortizesthe costof fork by aggregatingmultiple se-
curity checksinto intervals of time calledepochs.Increasingthe
epochlengthreducesthe frequency of fork andthusreducesthe
overheadneededto parallelizethecheck.However, increasingthe
epochlengthforcestheuninstrumentedprocessto executefurther
aheadto begin the next epoch.For many applications,a longer
epochincreasesthe chancesthat the uninstrumentedprocesswill
executea systemcall. Allowing theuninstrumentedprocessto ex-
ecutesystemcalls led to a threechallengesthatshapedthedesign
of Speck.

First, somesystemcalls (e.g., write ) allow a processto af-
fect otherprocessesor kernelstate.It is safeto allow a speculative
processto affect otherprocessesandkernelobjectsaslong asthe
affectedstateis rolled back whena securitycheckfails. We use
Speculator(Nightingaleet al. 2005)to trackandundoall changes
a speculative processmakesto otherprocessesandkernelobjects.
Speculatortracksandpropagatesthecausaldependenciesof spec-
ulativeprocessesasthey execute.For example,if aspeculativepro-
cesswrites to a �le, that �le becomesspeculative andinheritsthe
dependenciesof the process.Eachobject andprocesswithin the
kernelhasanundolog associatedwith it. If a securitycheckfails,
Speculatorusestheundolog to roll backeachobjectandprocess
that dependson the failed securitycheck.Thus,a compromised
programcannotpermanentlydamagethesystem.

Second,othersystemcallsallow a processto executeanoutput
commit(outputthatcannotbeundone,e.g.,writing to thescreen).
Whena processattemptsanactionthatcannotbeundone,thepro-
cessmustblockuntil all securitychecksit dependsonareresolved.
Someoutputcommitscanbedeferred,ratherthanblocked,which
improvesperformanceby allowing thespeculative processto con-
tinueexecutingfurtherahead.For example,Speculatorbuffersout-
putto thescreenandthenetwork until theoutputnolongerdepends
upon speculative state.When Speculatorcannotpropagatea de-
pendency or buffer output,theprocessis blockeduntil all security
checksup to thatpointhave passed.

Finally, a set of systemcalls exist that affect the stateof the
callingprocess(e.g.,read). Executingoneof thesesystemcallsin-
troducesnon-determinisminto theexecutionof theuninstrumented
process.Thenon-determinismcouldcausetheinstrumentedclone
to divergefrom thepathtakenby theuninstrumentedprocess.This
could causethe checkto missan attackexperiencedby the unin-
strumentedprocess.Speckprovidesa transparentkernel-level re-
play system,which logs sourcesof non-determinismwhile the
uninstrumentedprocessexecutesahead.Speckreplayseachsource
of non-determinism,andthereforetheinstrumentedcloneexecutes
thesamecodepathasits uninstrumentedcounterpart.

Deterministicreplay enablesan instrumentedclone to follow
thesameprogressionof statesastheuninstrumentedprocess.Re-
playprovidesstateto asubsequentsecuritycheckequivalentto the
stateprovided if the uninstrumentedprocesscalls fork , but at a
muchlower overhead.Thus,fork is the necessarymechanismto
createparallelism,andreplayis thenecessarymechanismto amor-
tize thecostof fork throughtheaggregationof securitychecks.

Fork andreplaycanef�ciently provide the entirestateof the
uninstrumentedprocessto an instrumentedclone,andthis allows
one to run arbitrary security checks.However, someexpensive
securitychecksrun infrequentlyor requirelittle stateto execute.
In thesecases,it maybefasterto blocktheuninstrumentedprocess
and sendthe requiredstatedirectly to a separatesecuritycheck
program,ratherthanusefork andreplayto generatethestatein an
instrumentedclone.For thesetypesof checks,Speckcandisable
fork andreplayandinsteadsendonly thesubsetof staterequired
for thecheck(seeSection4.3for anexample).



2.2 Thr eatmodel

Two mechanismsensurethatSpeckprovidessecurityequivalentto
asequentialsecuritycheck.First,dueto Speck's replaysystem,the
instrumentedcloneswill executethe samesequentialchecksthat
wouldhavebeenexecutedsequentially. Second,duetoSpeculator's
causaldependency trackingandrollback,any actionsaspeculative
processtakes before the instrumentedclonescompletethe prior
checksarerolledbackshouldaprior checkfail.

Thus,Speck's securityguaranteeassumesthatanattacker can-
notcompromisethereplaysystemprovidedby Speckor thecausal
dependency trackingandrollback systemprovidedby Speculator.
BecauseSpeckandSpeculatoroperatewithin the kernel,a spec-
ulative process(which may becompromisedbut not yet checked)
mustnotbeallowedto gainarbitrarycontrolof kernelstate.Specu-
lator's designphilosophyhelpspreventspeculative processesfrom
damagingthekernel.By default,Speculatorblocksspeculativepro-
cesseswhenthey make systemcalls;only speci�c systemcalls to
speci�c devicesareallowed to proceed.For example,Speculator
allows write systemcalls only to speci�c devices. Thus, while
theuninstrumentedprocessmayexecutespeculatively beyond the
pointof thecheck,it shouldbeunableto executeactionsthatcom-
promisereplayor Speculator(e.g.,by writing to /dev/mem).

We do not prevent attacksthat would compromisethe kernel
while runninga sequentialversionof the securitycheck,assuch
attackswould compromisethesystemwith or withoutSpeck.

3. Speckimplementation
We have implementedSpeckwithin theLinux 2.4and2.6kernels.
We provide a descriptionof the implementationof epochs,the
replaysystem,anda brief overview of Speculator.

3.1 Creatingan epoch

Speckmustchoosetheepochlengthto balancetheamountof work
completedby the securitycheckandthe costof beginning a new
epoch.If theepochlengthis too short,thecostof fork dominates
the bene�ts derived from dividing the work of the securitycheck
amongmultiplecores.Alternatively, if theepochlengthis toolong,
thereare fewer opportunitiesto createparallelismin the system,
sincetheuninstrumentedprocessmayexecutecalls(e.g.,select )
thatforcesSpeckto wait aswell.

We implementedSpeckto balancethecostof startinganepoch
with the work accomplishedduring an epochby using a time
threshold.At the endof eachsystemcall, Speckcheckswhether
the amountof time the uninstrumentedprogramhasexecutedis
greaterthana thresholdepochlength; if so,Speckterminatesthe
currentepochandforksanew instrumentedclone.An instrumented
cloneexits whenit executesthelastsystemcall in its epoch.In our
experiments,we have found that an epochlengthof 25–50ms is
short enoughto createsuf�cient parallelism,but long enoughto
provide a signi�cant performanceimprovement.

3.2 Ensuring deterministic execution

Speckusesdeterministicreplay to ensurethat the instrumented
anduninstrumentedclonesexecuteidenticalcodepaths,absentthe
additionalsecuritychecksin the instrumentedversion.If the two
codepathsdiverged,thesecuritycheckswould notbevalid.

When a program executeson a single core, there are only
two sourcesof non-determinism:systemcalls and signal deliv-
ery. Schedulingand hardware interruptsare transparentto appli-
cationexecution.After a schedulingor hardwareinterruptoccurs,
anapplicationresumesexecutionat the samepoint that it wasin-
terrupted.Thus,operatingsystemvirtualization,which gives the
applicationan illusion of executingaloneon a virtual processor,
masksthis sourceof non-determinismfrom theapplicationaslong

asall formsof inter-processcommunicationarelogged.Speckadds
supportfor deterministicreplayto theLinux kernelby loggingsys-
temcall resultsandsignaldelivery (BressoudandSchneider1995;
Dunlapet al. 2002).Our currentimplementationof deterministic
replay doesnot supportsharedmemory IPC for multi-threaded
programsrunningon multiple cores.Speckcould be modi�ed to
supportsharedmemoryby addingsupportfor deterministic,multi-
processorreplay. Without specializedhardwaresupport(Xu et al.
2003),Speckwould needto fault on eachsharedmemoryaccess
andrecordthelocationandeffectof thefault.This techniquecould
be prohibitively slow for workloadswith many sharedmemory
accesses.

3.3 Systemcall replay

Speckassociatesasave andarestore functionwith eachsystem
call. When an uninstrumentedprogramcompletesa systemcall,
Speckexecutestheassociatedsave functionto log thesystemcall
results.Whenan instrumentedclonemakesa systemcall, Speck
redirectsit to asecondaryreplaysystemcall table.Eachentryin the
replaysystemcall tablepointsto anassociatedrestore function
for thatcall,whichreturnsthevaluesloggedby theuninstrumented
versionof theprogram.For somesystemcalls,suchasnanosleep
andrecv , replayingtheloggedvaluein theinstrumentedclonemay
take muchlesstime thantheoriginal systemcall.

When an uninstrumentedprocessbegins a new epoch,Speck
createsa replayqueuedatastructurefor that epoch.Eachreplay
queueis sharedbetweentheuninstrumentedandinstrumentedpro-
cessesfor a given epoch.The two processeshave a producer-
consumerrelationship.The uninstrumentedprocessaddssystem
call resultsto the FIFO queue,and its instrumentedcounterpart
pulls thoseresultsfrom thequeueasit executes.

Unfortunately, this simple save and replay strategy is not
suf�cient for all systemcalls. Systemcalls such as read and
gettimeofday requirespecialstrategiesbecausethey returndata
by referencerather than by value, i.e., they copy data from the
kernelinto theuser-level program's addressspace.To replaysuch
calls, Specksaves the value of all user-level memory that was
modi�ed by theexecutionof the systemcall. For example,Speck
saves the contentsof the buffer modi�ed by read. Whenthe in-
strumentedprocesscallstherestorefunctionfor suchsystemcalls,
Speckcopiesthesavedvaluesfrom thereplayqueueinto theappli-
cationbuffer.

Currently, Speckdoesnotsupportprocessesthatexecutenonde-
terministicfunctionsthatbypasstheoperatingsystem(e.g.,RAW
sockets or the processortimestampinstructionrdtsc ). Suchac-
tionscouldbesupportedeitherby logging themvia binary instru-
mentationor by makingthe operationsprivilegedandforcing the
processto enterthekernel.

3.4 Systemcall re-execution

Certainfunctionssuchasmmapandbrk modify thelayoutof anap-
plication'saddressspace.Speckmustre-executethesesystemcalls
when they are called by an instrumentedclone.However, Speck
ensuresthatthemodi�cation to theinstrumentedversionof thead-
dressspaceis identical to the modi�cation madeto the uninstru-
mentedversion.For example,themmapsystemcall is passedanad-
dressasasuggestedstartingpoint to maptheobjectinto its address
space.If this parameteris NULL, thentheoperatingsystemhasthe
freedomto chooseany unusedpoint in theprogram'saddressspace
to mapmemory. Naively replayingthis call might causetheoper-
atingsystemto mapmemoryto two differentlocationsin different
copiesof program.To prevent this problem,Specksaves the ad-
dressreturnedby mmapinsteadof theNULLvalueof theparameter.
Whentheinstrumentedclonelaterexecutesthesamemmapsystem
call, Speckpassesthe saved addressinto the sys mmapfunction.



This ensuresthat the memoryis mappedto identical locationsin
bothcopies.

3.5 Signaldelivery

Linux deliverssignalsat threedifferentpointsin processexecution.
First,if aprocessis sleepingin asystemcall suchasselect , Linux
interruptsthesleepanddeliversthe signalwhentheprocessexits
thekernel.Second,Linux deliversthesignalwhenaprocessreturns
from a systemcall. Finally, Linux deliversa signalwhena process
returnsfrom a hardwareinterrupt.

Toensuredeterministicexecution,Speckmustreplaythereceipt
of a signalat thesamepoint in theinstrumentedcloneasit wasre-
ceived by the uninstrumentedprocess.Delivering a signalwithin
calls suchasselect or on the return from a systemcall is han-
dledby checkingduringsystemcall replaywhethera signalmust
be delivered.The deliveredsignalsaresaved in the replayqueue
during the executionof the uninstrumentedprocess,andidentical
signalsaredeliveredwhentheinstrumentedclonereturnsfrom the
samesystemcalls. Sincethe instrumentedclonereturnsimmedi-
atelyfrom functionssuchasselect ratherthansleep,Specknever
needsto wake up instrumentedprocessesin the kernel to deliver
signals.

Replayingsignaldeliveryafterahardwareinterruptis moredif-
�cult. To ensurecorrectness,a signalmustbedeliveredat exactly
the samepoint of execution(e.g.,after someidenticalnumberof
instructionshavebeenexecuted).Ourcurrentimplementationdoes
not yet supportthis functionality, althoughwe couldusethesame
techniquesemployed by ReVirt (Dunlapet al. 2002)andHyper-
visor (Bressoudand Schneider1995) to deterministicallydeliver
suchsignals.Currently, Specksimply restrictssignal delivery to
occuronly onexit from a systemcall or afterinterruptinga system
call suchasselect . In practice,this behavior hasbeensuf�cient
to runourbenchmarks.

3.6 OSsupport for speculative execution

We use Speculator(Nightingaleet al. 2005) to provide support
for speculative executionwithin the Linux kernel.Speculatorcan
checkpointthe stateof a processwhen it is executing within a
systemcall andexecuteit speculatively.

Speculatorensuresthat speculative stateis never visible to an
externalobserver. If a speculative processexecutesa systemcall
thatwould normallyexternalizeoutput,Speculatorbuffers its out-
putuntil theoutcomeof thespeculationis decided.If aspeculative
processperformsa systemcall that Speculatoris unableto han-
dle by eithertransferringcausaldependenciesor buffering output,
Speculatorblocksit until it becomesnon-speculative.

SpeckusesSpeculatorto isolatean untrustedapplicationuntil
a securitycheckdeterminesthe applicationhasnot beencompro-
mised.Speckassociateseachepochwith aspeculation.Thesuccess
or failure of the securitychecksassociatedwith an epochdeter-
mineswhethertheexecutionof codeduringthatepochwassafeor
whetheran intrusionoccurred.If executionwassafe,Speckcom-
mits thespeculation,which allows Speculatorto releaseall output
generatedby that epoch.If an intrusionoccurred,Speckfails the
speculation,which causesSpeculatorto begin rollback.Eachob-
ject andprocessdependentupon the compromisedapplicationis
rolled backto a point beforethe intrusionoccurred.We originally
consideredrolling backthe compromisedapplicationaswell, but
realizedthata sequentialsecuritycheckwould likely terminatethe
applicationafterdetectingan intrusion.Therefore,Speculatorter-
minatesa compromisedapplication.Sincetheapplicationis never
rolled back,Speculatordoesnot checkpointits stateat the begin-
ning of eachepoch.

Currently, thereis a slight differencein the outputseenby an
externalobserver whena securitycheckfails usingSpeckandthe

output that would have beengeneratedby a sequentialsecurity
check.SinceSpeckoperateson the granularityof an epoch,any
output that occurredafter the last epoch began but before the
instructionthatledto thefailedsecuritycheckwouldnotbevisible.
We plan to addressthis by simply replayingthe uninstrumented
processup to thepointwherethesecuritychecksfailed.

3.7 Pin: A dynamic binary rewriter

When Speckbegins a new instrumentedclone, the structureof
the clone dependsupon the type of security check. Speckcan
use any particular methodof inserting checks.Two of the case
studies(4.2 and 4.4) in this paperuse Pin (Luk et al. 2005) to
dynamically instrumentthe codewith the necessarychecks.Pin
allows applicationprogrammersto createPintools, which contain
arbitrarycodeandrulesaboutwhenthat codeshouldbe inserted
into a programbinary. Pin then usesthe Pintool in tandemwith
dynamiccompilationto generatenew programcode.

Pintoolsaretransparentto the executionof the applicationin-
strumentedwith Pin. An applicationinstrumentedwith Pin ob-
servesthesameaddressesandregistersfor programcodeanddata
asit would wereit runningwithout Pin. Speckusesthis property
to ensurecorrectness:theexecutionof theinstrumentedclonedoes
not diverge from the executionof the uninstrumentedprocessbe-
causetheprogramcannotobservethatit is beinginstrumented.The
authorsof Pinhaveshown thatPin is fasterthanothersystemssuch
asValgrind(NethercoteandSeward2007)andDynamoRIO(Sul-
livan et al. 2003).SincePin doesnot interruptprogramexecution
unlessa rule within a Pintool instructsit to do so,theoverheadof
Pinwithouta Pintoolis negligible.

4. Parallelizing security checks
In this sectionwe discussthe propertiesof a securitycheckthat
determineboth the dif�culty in parallelizationand the potential
for performanceimprovementthroughincreasedparallelism.We
discussthreedifferentclassesof securitychecksthatdemonstrate
tradeoffs in thedif�culty andoverheadof parallelizationandthen
describethedesignandimplementationof acheckfrom eachclass.

4.1 Choosingsecurity checks

Whensecuritychecksareparallelizedto run usingSpeck,checks
thatwould otherwiserun in sequentialorderexecuteconcurrently.
Somesecuritychecksmaybemoresuitablefor usewith Speck(i.e.,
easierto parallelize)thanothers.This sectiondescribesthe prop-
ertiesthatdeterminethelikelihoodof successwhenparallelizinga
checkusingSpeck.

Speckusesthe uninstrumentedprocessto run aheadandstart
later securitychecksin parallelwith earlierones.Therefore,each
securitycheckdependsuponthestatereceived from theuninstru-
mentedprocess.This dependency impactsthe amountof paral-
lelismSpeckcanachievein two ways.First,theamountof work ex-
ecutedby theuninstrumentedprocessbetweenchecksdetermines
how quickly future epochswill begin. Second,the expenseof the
securitycheckdetermineshow many checksmight executein par-
allel atany onetime.Expensivecheckscreatemoreopportunityfor
parallelismandthereforeoffer theopportunityfor greaterrelative
speedup.

Thebene�t of parallelizationalsodependsuponwhethera later
checkdependsupontheresultof anearliercheck.If a latercheck
dependsheavily on an earlier check running in parallel, it may
be dif�cult to parallelizethe check in sucha way that the later
checkcan make forward progress.If a later checkis completely
independentof anearliercheck,thecheckisveryeasyto parallelize
as the only dependency is the stateprovided by Speckfrom the
uninstrumentedprocess.



Incidentally, thereis a third typeof dependency relationshipto
considerwhen parallelizinga securitycheck.Somechecksmay
have very few dependencieswithin a singleinvocationof a check.
Sucha checkmay be embarrassinglyparallel,andcould be par-
allelizedwithin a singleinvocation,ratherthanparallelizedacross
multiple invocationsasis doneby Speck.Speckdoesprovide one
advantage,which is that the programmerdoesnot needto reason
abouthow to parallelizethecheck;parallelizationis achieved au-
tomatically.

4.2 Processmemory analysis

While signsof many securityproblemsappearin theaddressspace
of a process,thesesignsmay appearin memoryonly for a brief
periodof time.For example,avirusmaydecryptitself, damagethe
system,theneraseitself (Szor2005);sensitive, personaldatamay
inadvertentlyleakinto anuntrustedprocess(Chow et al. 2005);or
amaliciousinsidermayreleaseclassi�eddataby encryptingit and
attachingit to ane-mail.Onecoulddetectsuchtransientproblems
by checkingmemoryat eachstoreinstruction,but theoverheadof
suchfrequentcheckswould beprohibitive.

Speckcan reducethe overheadof thesechecksby running
them in parallel. Parallelizing this type of check with Speckis
straightforwardbecausethechecksareindependentof oneanother.

We implementedonesuchsecuritycheck,which looks for in-
advertentleaksof sensitive data.Thesecuritycheckcarriesthe16-
bytehashof asensitive pieceof data.At eachmemorystore,it cal-
culatesthe hashat all 16-bytewindows aroundthe addressbeing
stored.We implementedthesecuritycheckasa Pintool,whichcan
berunsequentiallyor in parallelby usingSpeck.Weusedfork and
replayto ef�ciently synchronizestatebetweenthe securitycheck
andtheuninstrumentedprocess.

4.3 Systemcall analysis

Therehave beenmany differentproposedsecuritycheckswithin
theresearchcommunitythatanalyzeprogrambehavior usingsys-
temcalls.ExamplesincludeWagnerandDean's (2001)call graph
modeling,Provos' (2003)systrace,Ko andRedmond's (2002)non-
interferencecheck,andon-accessvirus scanning(Miretskiy et al.
2004). These checkscan dramatically slowdown performance,
which limits their usefulnessin productionenvironments.Wagner
andDeancitemultipleorders-of-magnitudeslowdown, andProvos
notesa 4x slowdown in theworstcase.

Systemcall analysisexhibits two traits thatmake it promising
for usewith Speck.First, eachcheckdoesnot dependuponthere-
sult of prior checks.Therefore,later checkscanberun in parallel
with earliercheckswithoutmodi�cation. Second,systemcall anal-
ysisrequireslittle stateto execute– oftenjust thelist of prior calls
executedand/ortheparameterspassedby theapplication.Thistrait
meansthatsuchchecksdo not requirefork andreplay;Speckcan
shipthestaterequiredateachsystemcall from theuninstrumented
processto aninstanceof thecheckexecutingin parallel.

We have implementedan on-accessvirus scannerusingscan-
ning libraries provided by ClamAV (2007), a popularanti-virus
toolkit for Linux. Our on-accessscannerintercepts�le systemre-
latedsystemcalls,blocksthecalling process,andpassesthename
of the �le down to a waiting scanningdaemon.Oncethe �le has
beenchecked,theprocessis allowedto continueexecuting.

We parallelizethe checkby creatinga pool of waiting virus
scanningdaemons.Sinceonly the nameof the �le is requiredto
executethe scan,fork and replayarenot used.Instead,our on-
accessscannersendsthe nameof the �le to the next available
scanner, andallowstheprocessto continueexecutingspeculatively.

4.4 Taint analysis

Taint analysistracesthe �o w of datafrom untrustedsources(e.g.,
a socket) throughan application's addressspaceanddetectsif a
critical instructionexecuteswith tainted(i.e., untrusted)data.For
example,if thedataon thetop of thestackusedby RETis tainted,
a stacksmashattackhasoccurred.

As a processexecutes,the taint analysischeckupdatesa map
representingwhich addressesand registersare taintedwithin the
process's addressspace.Eachcheckdependsuponanupdatedver-
sion of the map. Therefore,eachcheck dependsupon all prior
checks.Theseinter-checkdependenciesmake taint analysisdif-
�cult to parallelize.Runningmultiple checksin parallelwill not
work, sincea later checkexecutingin parallel to an earliercheck
will notyethaveall theinformationnecessarytodeterminewhether
anattackhasoccurred.

Becausetaint analysisis dif�cult to parallelize,we useit asa
challengingcasestudy to parallelizewith Speck.Our strategy is
to divide work into parallel and sequentialphasesof execution.
The parallel phaseexecuteswithin instrumentedclones,and the
sequentialphaseprocessestheparallelpiecesto determinewhether
an attack hasoccurred.Our goal is to pushas much work into
the parallel phaseas possible,while minimizing the work done
sequentially. The rest of this sectiongives a broadoverview of
instruction-level taint analysison x86processors.

Prior taint analysissystems(Costaet al. 2005;Newsomeand
Song 2005; Qin et al. 2006) use binary rewriters to instrument
a target application.A memoryor register location is marked as
taintedif it causallydependson datafrom anexternalsource(e.g.,
thedisk or a network socket). For example,if anapplicationreads
data from the network, a taint tracker would mark the memory
locationsinto which thedatais copiedastainted.Datamovement
instructions(e.g.,MOV, ADD, andXCHG) propagatetaint from one
locationto another. Suchinstructionsmayalsoclearanaddressof
taint eitherby overwriting it with untainteddataor by executing
an explicit clear instruction(e.g.,XOReax, eax). Taint trackers
mustsetinput, propagation,andassertpoliciesto determinewhen
databecomestainted,which instructionspropagate(or clear)taint,
andwhento checkfor anintrusion,respectively.

An input policy determineswhendatafrom outsidetheaddress
spacetaints data within it. The input policy for our algorithm
taintsdatafrom any sourceexternalto theprocess's addressspace,
exceptingsharedlibrariesloadedby thedynamicloader. Settingan
input policy canbereducedto a questionof trust: if theloaderand
sharedlibrariesaretrusted,thenloadinga sharedlibrary doesnot
taint theaddressspace.

A propagation policy determineswhich instructionspropagate
taint from one location to another. For example, taint analysis
functionstypically instrumenteachdatamovementinstructionto
propagatetaint. Taint analysistools may also instrumentcontrol
instructionssuchasJMP; e.g.,aconditionaljumpbasedonatainted
valuecouldbeconsideredto taintall datavaluesmodi�ed later. Our
propagationpolicy instrumentsall datamovement(MOV,MOVS,
PUSH,POP, ADD, CMOV, etc.)instructionswithin theapplication,
including F86 andSSEinstructions,to propagatetaint from data
sourcesto datasinks.

Thereis a tradeoff in determiningapropagationpolicy between
the coverage provided andthe accuracy of the algorithm.If taint
is propagatedalongall channelsof information�o w, taint analysis
will generatemany falsepositives.However, if too many channels
of information�o w are ignored,thenattacksmay go undetected.
SinceSpeckis independentof thespeci�c taint analysischeck,we
chosepoliciesfrom prior work (Costaet al. 2005;Newsomeand
Song2005).

Finally, an assertpolicy determineswhen to check whether
an attack has occurred.Assert policies share the samecover-
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This �gure shows the taint analysis check parallelized using Speck.
Each check depends upon the results of all prior checks. Therefore,
we invented a new parallel algorithm that divides the work into
parallel and sequential phases.

Figure2. Parallelizingtaint analysisusingSpeck

age/accuracy tradeoff that is inherentin propagationpolicies.We
implementedtwo assertpolicies – checkingfor stack smashing
attacksandfunctionpointerattacks.

Sincethesequentialandparalleltaint trackersrequiredtwo dif-
ferentimplementations,we divide thediscussioninto two separate
sections.Section5 describesour sequentialtaint analysischeck,
andSection6 describesourparalleltaint analysischeck.

5. Sequentialtaint analysisimplementation
Webuilt asequentialtaintanalysischeckasabaselinecomparison
by following the descriptionswritten by Costaet al. (2005)and
NewsomeandSong(2005).

Our sequentialtaint tracker usesa pagetabledatastructureto
trackthetaintedmemoryaddressesof theinstrumentedapplication.
The top level of thepagetableis an arrayof pointers.Eachentry
pointsto asinglepageof memoryin theinstrumentedapplication's
addressspace.Each4KB pageis a characterarray, suchthateach
byte in the array representsa singlebyte of applicationmemory.
We usea byterathera bit arraybecauseour initial resultsshowed
that bit operationssubstantiallyslowed down the taint tracker. To
save space,initially eachentryof thepagetablepointsto thesame
zero page, which is a 4 KB zero-�lled array (indicating that the
correspondingmemoryaddressesareuntainted).The taint values
of registersarestoredin anothersmallarray.

We usePin to instrumenteachinstructionthat is coveredby
an input, propagation,or outputpolicy. SincePin in-lines Pintool
codethat is constructedwithout conditionals,the instrumentation
that comprisesthesequentialtaint tracker is carefullyconstructed
to avoid conditionalinstructions.

Although our focus is on the bene�ts of parallelization,we
strove to ef�ciently implementNewsomeand Song's sequential
taint tracker usingPin. Our resultsshow that our implementation
runsapproximately18 timesslower thannative speed;in compari-
son,NewsomeandSong(2005)reportedthattheir implementation
ran24-37timesslower on an identicalbenchmark.Basedon this,
we believe that our sequentialimplementationis reasonablyef�-
cient.

6. Parallel taint analysisimplementation
The needto sequentiallyupdatea map of taintedaddressesand
registersasaprocessexecutesposesachallengefor Speck;running
instrumentedclonesin parallel would result in incorrect results,
sinceeachepochwouldhaveanincompletemapof taintedmemory
locations.We realizedthat the taint analysischeckhastwo parts:
�rst, thecheckdecodesan instructionanddetermineswhetherthe
instructionis partof aninput,propagation,or assertpolicy. Second,
thecheckeitherupdatesthemapof taintedmemorylocations,or it
checksto ensurea critical instructionis notactingon tainteddata.

Although updatingthe mapof taintedlocationsandchecking
for intrusionsis sequential,decodinginstructionsanddetermining
whetherthey apply to our policiescanbedonein parallel.There-
fore, we divided the taint analysischeckinto parallelandsequen-
tial phases.Figure2 shows anexampleof ourparalleltaint tracker.
In this example,eachnumberedbox is a single instruction,and
an epochis two instructionsin length (in practice,an epochen-
compassesthousandsof instructions).Within eachinstrumented
clone,theinstructionis replayed,andthenthe�rst phase,calledlog
preparation, is executed.Log preparationtransformsthe instruc-
tion into adependency operation(describedin detailin Section6.1)
andplacestheoperationinto alog.Thelog of eachepochis divided
into log segments,whichare�x edsizedunitsof memorymanaged
by Speck.Oncetheepochcompletes,thelog is shippedto another
core,wherelog processingtakesplace.Log processingprocesses
eachlog in sequentialorder, updatesamapof taintedaddressesand
registers,andchecksfor violationsof assertpolicies.

Onemight imaginethattheamountof datageneratedduringlog
preparationcouldbe quite large. In fact,our early resultsshowed
that the amountof data was so large that log processingtook
longer to completethan log preparation.This problem spurred
the developmentof dynamic taint compression, which is often
able to reducethe numberof operationsin a log by a factor of
6. Dynamictaint compressionis designedbasedon two insights:
�rst, later operationsoften make earlier operationsunnecessary.
Second,thestateof thetaintmapis only importantbeforeanassert
checkand at the end of eachlog. We use theseobservations to
reducethe size of eachlog in parallel during log preparation.A
detailedexplanationappearsin Section6.2.Thus,log preparation
isatwo stepprocess.First,loggeneration(describedin Section6.1)
decodestheinstructions,mapsthemto input,propagation,or assert
policiesand insertsthe operationsinto the log. Second,dynamic
taintcompression(describedin Section6.2)reducesthesizeof the
log, whichacceleratesthesequentiallog processingphase.

6.1 Log generation

Log generationis implementedas a Pintool that instrumentsthe
targetapplication.Foreachinstructionthatcouldpotentiallytrigger
aninput,propagation,or assertpolicy, thePintoolwritesan8 byte
log recordthat describesthe operationtype and size, the source
location,andthedestinationlocationof theinstruction.

Eachentryin a log maybeoneof six types.A TAINTrecordis
insertedwhenaninputpolicy dictatesthatanaddressin theapplica-
tion'saddressspaceis taintedby its execution(e.g.,TAINT records
are insertedwhendatais readfrom a network socket). A CLEAR
recordis insertedif an instructionremoves taint from a location.
For example,the instructionXOReax, eax generatesa log entry
thatclearstheeax registerof taint.An ASSERTrecordenforcesas-
sertpoliciesby checkingto seeif a locationis tainted.For instance,
ASSERTeax indicatesthatSpeckshouldhaltprogramexecutionif
theeaxregisteris tainted.

Theremainingrecordtypesimplementpropagationpolicies.
REPLACErecordsrepresentinstructionssuchasMOVthatoverwrite
the destinationoperandwith the contentsof the sourceoperand.
ADDrecordsdescribearithmeticandsimilar operations,wherethe



destinationoperandis taintedif eitherthesourceor destinationis
initially tainted.SWAPis usedfor theXCHGinstruction,whichswaps
thesourceanddestinationoperands.Morecomplex operationssuch
as XADDare describedusing multiple log records(e.g., a SWAP
followed by an ADD). Operationssuch as MOVSthat move data
betweentwo addressesareencodedastwo separaterecords.Some
instructionsdonotgenerateany log recordssincethey donotaffect
any taint policy.

During an epoch,multiple log segmentsaregeneratedto form
a log. Ratherthandetecttheendof a segmentby executinganex-
pensive conditionalafter insertingeachlog record,Speckinserts
a guardpageat the endof eachlog segmentthat is mappedinac-
cessible.After the log segmentis �lled, writing thenext log entry
causesthe OS to deliver a signal to the instrumentedapplication.
Thesignalhandleroptimizesthe�lled log segment,asdescribedin
thenext section,swapsafreshlog segmentinto theprocessaddress
space,andchangesthepointerof thenext logentryto pointthestart
of thenew segment.Finally, Speckreservesa speci�ed amountof
physicalmemoryto storelog segments;eachlog segmentis cre-
atedas�x ed-sizedsharedmemorysegmentthatis shippedfrom an
instrumentedclonesto thelog processingprogram.

6.2 Dynamic taint compression

Without optimization,it takeslongerto processa log thanit takes
to run the sequentialtaint tracker describedin Section5. This is
unfortunatebecauselog processingis fundamentallysequential.
The log processingprogrammust readeachlog record,decode
theoperation,andperformthespeci�edoperation.In contrast,the
sequentialtaint tracker has lessoverhead— it simply moves or
veri�es taintasappropriatefor theinstructionit is aboutto execute.
Further, sincethe sequentialtaint tracker executesin the address
spaceof the applicationit is instrumenting,it enjoys locality of
referencewith theaddressesit is checking.

Fortunately, we have foundthatthereis substantialroomto op-
timize logsafter they aregeneratedbut beforethey areprocessed.
SinceSpeckspeculatively executesinstrumentedcode,it canpo-
tentiallyeliminateall taintoperationsthatbecomemootdueto later
executionof theprogram.In contrastto staticanalysistoolsthatcan
only eliminatea taint operationif it becomesmootalongall possi-
ble codepaths,theSpeckoptimizeris dynamicandcaneliminate
an operationif it becomesmoot alongthe codepaththe applica-
tion actuallytook. In effect,speculative executionallows theparal-
lel taintchecker to peerinto thefutureandeliminatework thatwill
becomeunnecessary.

Thegoalof optimizationis two-fold. First,optimizationshould
be a parallel operation.Second,optimizationshouldderive (and
eliminate)thesetof recordsthat,afterexaminingall recordsin the
log segment,do not have aneffect eitheron the�nal taint valueof
any addressor register, or onthetaintvalueof anaddressor register
whenit is checkedfor anassertpolicy violation.For example,if a
registeris taintedandlater cleared,andno assertpolicy checkon
that registeroccurredbetweenthe two records,the earlier record
canbesafelydiscarded.

Dynamictaint compressionis inspiredby mark-and-sweepgar-
bagecollection.After eachlog segmentis generated,it is thenop-
timizedindependentlyof otherlog segments.Theoptimizermakes
two passesover thelog segment.We usea map,similar to theone
describedon Section5, to track the taint valuesof addressesand
registers.During optimization,eachaddressor register can have
one of three values;either the location is known to be tainted,
known to be free of taint, or its stateis unknown. If the stateis
unknown, it dependsupontheresultsof prior log segments,andit
mightdependupononeor morerecordswithin thecurrentsegment.
Thesecondpassexaminesthemapandidenti�es locationswhose
taint valuedependsupona list of oneor morerecordswithin the

log segment.Theoptimizerthencreatesa new log segment,which
is the union of theselists. The secondpassalso createsa list of
rangesof taintedandfreelocations.After thesecondpass,thenew,
smallerlog segment(and the list of taintedandfree locations)is
passedon to thelog processingphase.

One can easily imaginemore aggressive optimizations.How-
ever, we have foundthat thedynamictaint compressionalgorithm
describedin this sectionhits a sweetspotin thedesignspace— it
is veryeffective (achieving a6:1reductionin log sizein ourexper-
iments),while minimally impactingperformancedueto its useof
only two sequentialpassesthroughthe log segment.Investigating
otheroptimizationsis aninterestingdirectionfor futurework.

6.3 Log processing

The algorithmusedin the log processingphaseis very similar to
thatof thesequentialtainttracker. It is implementedasastandalone
processthat readsoperationsfrom log segmentsandusesthemto
propagateandchecktaint,ratherthanasaPintool.However, it uses
identicaldatastructuresto storetaintdataandimplementsthesame
input,propagation,andassertpolicies.

To processan optimizedlog segment,the log processingpro-
gram �rst readsin the set of locationsknown to be taintedand
thesetknown to be taint-free.It clearsandsetsthe taint bytesfor
theselocationsaccordingly. Speck�rst orderslog segmentsin the
sequentialorderthey weregeneratedby eachinstrumentedclone.
Second,eachlog (thesetof segmentsgeneratedby aninstrumented
clone)is orderedsequentiallyaswell. Segmentsfrom a laterepoch
cannotbeprocesseduntil all segmentsfrom all earlierepochshave
beenprocessed.If any ASSERTrecordoperateson tainteddata,the
uninstrumentedprogramis haltedand an attackreported.Other-
wise, the log processingprogramblocksuntil the next sequential
log segmentbecomesavailable.

Thereis an inherenttradeoff in thechoiceof log segmentsize.
Larger segmentsizescreatecontentionon the memory bus and
pollute the cacheson the system.Smallersegmentsizeslead to
greateroverhead,sincea signalhandleris executedaftereachlog
is �lled. Further, sincethelog segmentis theunit of optimization,
smaller log sizesreducethe ef�ciency of optimizationsthat can
be performed.Our parallel taint analysischeckuses512KB logs,
which aresmallenoughto �t in theL2 cacheof thecomputerswe
usein ourevaluation.

7. Evaluation
7.1 Methodology

We usedtwo computersin our evaluation.The�rst computeris an
8-core(dual quad-core)Intel Xeon (5300series,Core2 architec-
ture)2.66GHz workstationwith 4GB of memoryanda 1.33GHz
bus.Eachquad-corechip is madeup of 2 dual-corechipsstacked
ontopof oneanother. Eachdual-coreonthechipsharesa4 MB L2
cache.The 8-corecomputerrunsRedHatEnterpriseLinux 4 (64
bit) 2.6 kernel.The secondcomputeris a 4-core(dual dual-core)
Intel Xeon (7000series,NetBurstarchitecture)2.8GHz worksta-
tion with 3GB of memoryanda800MHz bus.Eachdual-corechip
sharesa 2 MB L2 cache.The4-corecomputerrunsRedHatEnter-
prise3 (32bit) 2.4kernel.

Whenwe evaluatedtheparallelversionof a securitycheck,we
variedthenumberof coresavailableto theoperatingsystemusing
theGRUB bootloader. On the8-corecomputer, we couldnotboot
any 32bit Linux 2.4kernel.SinceSpeculatorcurrentlyworksonly
with a32bit Linux 2.4kernel,wecouldnot runspeculative execu-
tion for experimentson this machine.Theoverheadof Speculator
haspreviously beenshown to bequitesmall,typically addingper-
formanceoverheadof afew percentor less(Nightingaleetal.2005,
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This �gure shows the frames per second achieved while mplayer decodes an H.264 video clip. Speck parallelizes a check that continuously
scans mplayer's memory contents. The dashed line shows the performance of the sequential version of the security check. Without any security
check, mplayer decodes 102 fps on the 4-core machine and 175 fps on the 8-core machine. The results represent the mean of 5 trials. Standard
deviations were less than 1%. Note that the scales of the graphs differ.
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This �gure shows the transactions per-second (TPS) executed by the Postmark benchmark as its �les are scanned by a on-access virus scanner
parallelized using Speck. The dashed line shows the performance of the sequential virus scanner. Without any security checks, PostMark
executes 23,992 TPS on the 4-core machine and 53,078 TPS on the 8-core machine. The results represent the mean of 5 trials. Standard
deviations on the 4-core machine were less than 1%. Standard deviations on the 8-core machine for 1-4 cores were less than 1%, deviations for
the remaining cores were: 2.6% for 5 cores, 5.7% for 6-cores 1.8% for 7 cores and 2.8% for 8 cores. Note that the scales of the graphs differ.

Figure4. On-accessvirusscanning:PostMark

2006).We con�rmed this for Speckby runningall benchmarkson
the4-coremachinewith andwithoutSpeculator.

7.2 Processmemory analysis

We�rst evaluatedtheperformanceof theprocessmemoryanalysis
check,describedin Section4.2, by measuringthe rate at which
mplayercan decodean H.264 video clip (a Harry Potter trailer)
while its memoryis continuouslymonitoredfor a 16-byteitem of
sensitive data.Without any securitycheck,mplayerdecodesthe
movie at a rateof 102 framesper secondon the 4-coremachine
and175framespersecondon the8-coremachine.

Our results are shown in Figure 3. With 8 available cores,
mplayerachievesa 7.5x improvementin performancewhencom-
paredto the sequentialversionof the check.By usingSpeck,the
movie is decodedin real-time,which wasnot possibleusing the
sequentialversionof thecheck.Speckis ableto achieve near-ideal
speedupsfor two reasons.First, theparallelversionof thecheckis
identicalto thesequentialversion,sothey performsimilarly onone
core.Second,thechecksareindependentof eachother, soperfor-
manceimproveslinearlywith thenumberof cores.

7.3 System-callanalysis

We next measuredtheperformanceof theon-accessvirusscanner,
describedin Section4.3,byexecutingthePostMark(Katcher1997)
benchmark.PostMarkis anI/O boundbenchmark;it wasdesigned
to replicatethe small �le workloadsseenin electronicmail, net-
news, andweb-basedcommerce.We usedPostMarkversion1.5,
built our virus scannerusing ClamAV version0.91.2and useda
virus databasecontaining148,000signatures.We con�gured the
virus scannerto scan�les on close,emulatinga policy thatchecks
for virusesasthemail or newsserverwritesdatato disk.Wereport
thetransactionsper-second(TPS)achievedduringthebenchmark.
With no securitychecks,PostMarkexecutes23,992TPSon the4-
coremachineand53,078TPSon the8-coremachine.

Figure4 showstheTPSexecutedby PostMarkwith asingle,se-
quentialvirus scanner, andwith multiple virus scannersexecuting
in parallelwith Speck.Sincethevirusscannershave nodependen-
ciesbetweenthem,we expectedthe performanceof PostMarkto
scalesimilarly to thememoryanalysischeck.Wesaw thisbehavior
on the 4-coremachine;comparedto the sequentialvirus scanner,
PostMarkis ableto execute3.3x moreTPS(on 4 cores)by using
Speck.The 8-coreresultswerequite different.Although initially
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This �gure shows the frames per second achieved while mplayer decodes an H.264 video clip using the taint tracker parallelized with Speck.
The dashed line shows the frames per second using the sequential taint tracker. The solid horizontal line shows the frames per second when
dynamic taint compression is turned off. Without any security check, mplayer decodes 102 frames per second on the 4-core machine and 175
frames per second on the 8-core machine. The results represent the mean of 5 trials. Standard deviations were less than 1%. Note that the
scales of the graphs differ.

Figure5. Taintanalysis:mplayer

scalingwell (1.94x more TPS with 2 cores),performancedrops
with 4-cores,improveswith 5 cores,andthendropsagainwith 7
and8 availablecores.We hypothesizethatthesinglesharedmem-
ory busmaybeto blame;futurearchitectureswith lesscontention
to mainmemorymayyield betterresults.

7.4 Taint analysis

Figure 5 shows thethroughputof theparallelandsequentialtaint
trackers for the mplayer video decodingbenchmark.The right
handgraphshows resultsfor the 8-coremachine.For one core,
the total computationperformedby the parallel version of the
taint tracker is substantiallylargerthanthatdoneby thesequential
version, due to the overheadof generatingand optimizing log
segments.However, as the numberof available coresincreases,
the performanceof the parallel version improves. With 4 cores,
the parallel taint tracker outperformsthe sequentialversion.With
8 cores,theparallelversionachievesa 2x speedupcomparedto its
sequentialcounterpart.

Thespeedupachievablethroughparallelizationis limited by the
inherentlysequentialnatureof processingtaint propagation.The
8-coregraphof Figures5 shows that optimizing the log before
processingit signi�cantly reducesthis bottleneck.Without �rst
optimizing the log, the time to run the benchmarkwaslimited by
the log processingphase,which runson a singlecore.In contrast,
the optimizedversionof taint analysisshifts enoughwork to the
parallelphasesothatSpeckcaneffectively useadditionalcores.

8. Relatedwork
Researchersin computerarchitecturehave proposeda styleof par-
allelizationsimilar to ourscalledthread-level speculation(Knight
1986; Sohi et al. 1995; Steffan and Mowry 1998). Thread-level
speculationis intendedto take advantageof SMT (simultaneous
multithreading)architectures(Tullsenet al. 1995)by speculatively
schedulinginstructionsequencesof asinglethreadin parallel,even
when thosesequencesmay contain data dependencies.Thread-
level speculationrequireshardwaresupportto quickly fork a new
thread,to detectdata dependenciesdynamically, and to discard
the resultsof incorrectspeculative sequences.Two projectshave
usedtheproposedhardwaresupportfor thread-level speculationto
parallelizechecksthat improved thesecurityor reliability of soft-
ware (OplingerandLam 2002;Zhou et al. 2004). Oplinger and
Lam (2002) usedthis style of parallelizationto speedup basic-

blockpro�ling, memoryaccesschecks,anddetectionof anomalous
memoryloads. Zhouetal. (2004)usedthis styleof parallelization
to speedup functionsthat monitoredmemoryaddresses(watch-
points).

In contrastto prior work on thread-level speculation,our work
showshow to parallelizesecuritychecksoncommodityprocessors.
The major challengewithout hardware supportis amortizingthe
high costof startingnew threads(instrumentedprocesses).To ad-
dressthischallenge,westartinstrumentedprocessesatcoarsetime
intervals, log non-determinismto synchronizethe instrumented
processeswith theuninstrumentedprocess,anduseOS-level spec-
ulation to enabletheuninstrumentedprocessto safelyexecutebe-
yond systemcalls. OS-level speculationenablesspeculationsto
spana broaderset of eventsand datathan thread-level specula-
tion, including interactionsbetweenprocessesandbetweena pro-
cessandtheoperatingsystem.

Patil andFischer(1995)proposed“shadow processing”,which
runs an instrumentedprocessin parallel with an uninstrumented
process.Speckextendsthis idea to achieve more parallelismby
usingspeculationto run theuninstrumentedprocessaheadspecu-
latively andallowing it to fork multiple instances.A differentap-
proachis to predictwhich securitycheckswill be neededandto
executethechecksspeculatively (Oyamaetal. 2005).

OS-level speculationhasbeenusedfor many purposesbesides
security(ChangandGibson1999;FraserandChang2003;Nightin-
galeet al. 2005;Qin et al. 2005;Li et al. 2005;Nightingaleet al.
2006).In theareaof security, Anagnostakisetal. (2005)usespec-
ulation to improve security. They testsuspiciousnetwork input in
an instrumentedprocess(a “shadow honeypot”) androll it backif
it detectsan attack.Speckdiffers from this work by parallelizing
the work doneby securitychecks,both with the uninstrumented
processandwith latersecuritychecks.

Researchersat Intel proposedhardwaresupportto enablemon-
itor checksto run in parallelwith theoriginalprogram(Chenet al.
2006).They proposedto modify the processorto tracean unin-
strumentedprocessandshipthetraceto a monitorprocessrunning
on anothercore.As with Speck,this enablesthe uninstrumented
processto run in parallel with the securitycheck.Speckdiffers
from this work in several ways.Most importantly, Speckenables
a secondtypeof parallelism,which is to run in parallela sequence
of securitychecksfrom differentpoints in a process's execution.
Second,Speckallows theuninstrumentedversionto safelyexecute
systemcalls that do not externalizeoutput (ratherthan blocking



on every systemcall). Third, Speckonly shipsnon-deterministic
eventsto the monitoringprocess(ratherthana traceof every in-
struction),andthis lowers the overheadof synchronizationby an
orderof magnitude.Finally, Speckrequiresnohardwaresupport.

Finally, many researchershaveexploredwaysto acceleratespe-
ci�c security checks.For example, Ho et al. (2006) accelerate
taint analysisby enablingand disabling analysisas taint enters
and leavesa system,and Qin et al. (2006)acceleratetaint anal-
ysis throughruntimeoptimizations.Theseideasareorthogonalto
our work, which seeksto acceleratearbitrary securitychecksby
runningthemin parallelwith the original programandwith each
other.

9. Conclusion
Two trendsmotivateour work on Speck.First, thedif�culty of de-
fendingsystemsagainstattackersis spurringonthedevelopmentof
active defensesthat useexpensive run-timesecuritychecks.Sec-
ond, future processorimprovementswill most likely comefrom
increasedparallelismdueto multiple cores,ratherthanfrom sub-
stantialimprovementsin clock speed.

Speckstandsatthecon�uenceof thesetwo trends.It reducesthe
costof instrumentingsecuritychecksby decouplingthemfrom the
critical pathof programexecution,parallelizingthem,andrunning
themon multiple cores.Our resultsfor threesecuritychecksshow
substantialspeedupson commoditymultiprocessorsavailable to-
day. We hopethatparallelizingsecuritychecksin this mannerwill
enablethedevelopmentanduseof anew classof powerful security
checks.
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