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Abstract

Speck is a systemthat acceleratepowerful securitycheckson
commodity hardware by executingthem in parallel on multiple
cores.Speckprovides an infrastructurethat allows sequentialin-
vocationsof a particularsecuritycheckto run in parallelwithout
sacri cing the safety of the system.Speckcreatesparallelismin
two ways. First, Speckdecouplesa securitycheckfrom an appli-
cationby continuingthe application,using speculatie execution,
while the securitycheckexecutesin parallelon anothercore.Sec-
ond, Speckcreategarallelismbetweersequentialnvocationsof a
securitycheckby runninglaterchecksin parallelwith earlierones.
Speckprovides a process-leel replay systemto deterministically
andefciently synchronizestatebetweena securitycheckandthe
original processWe useSpeckto parallelizethreesecuritychecks:
sensitve dataanalysispn-accessirus scanningandtaintpropaga-
tion. Runningon a4-coreandan 8-corecomputer Speckimproves
performancelx and7.5xfor the sensitve dataanalysischeck,3.3x
and?2.8x for the on-acceswirus scanningcheck,and 1.6x and 2x
for thetaintpropagatiorcheck.

Categoriesand SubjectDescriptors D.4.5[Opemting Systems
Reliability; D.4.6 [Opemting Systems Securityand Protection;
D.4.7[Operating Systenis OrganizationandDesign; D.4.8[Op-
erating Systems Performance

GeneralTerms PerformanceReliability, Security

Keywords Operating Systems,Security PerformanceParallel,
Speculatie Execution

1. Intr oduction

A run-time security che& securesa systemby instrumentingan
applicationto eitherdetectanintrusionor prevent an attackfrom

succeedingSecuritychecksoccurat a variety of granularities For

instance pn-accesyirus scannergMiretskiy et al. 2004) execute
during eachreadandwrite to disk, call-graphmodeling(Wagner
and Dean 2001) executesduring eachsystemcall, and security
checkssuchastaint analysisqNewsomeand Song2005),dynamic
data- ow analysigCostaetal. 2005),anddata- ow graphenforce-
ment(Castroet al. 2006)executebeforea singleinstruction.

1 Speckstandsgfor Speculatie ParallelCheck.
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To detectanattack,a securitycheckimpedeghecritical pathof
anapplicationby blockingit until thecheckcompletesA security
checkcould be executedoutsidethe critical path,but detectingan
attackafter damagehasbeendoneis of little use— onceanattack
succeedst is oftenvery dif cult to undoits effects.

Unfortunately executingpowerful securitychecksn thecritical
pathdrasticallyslows down performanceFor example,a security
checksuchastaint analysiscanslov dowvn applicationexecution
by anorderof magnitudeor more(NewsomeandSong2005).

Therefore securityresearcherghowishto guardagainsintru-
sionsarefacedwith a conundrumPowerful securitychecksmay
causeanapplicationto executetoo slowly, but wealer checksmay
notdetectanattack.

This paperdescribesa system,called Speck,that accelerates
powerful security checkson commaodity hardware by executing
themin parallelon multiple cores Speckprovidesaninfrastructure
thatallows sequentiainvocationsof a particularsecuritycheckto
runin parallelwithout sacri cing the safetyof the system.

Speckcreategparallelismin two ways. First, Speckdecouples
asecuritycheckfrom anapplicationby continuingthe application,
usingoperatingsystemsupportfor speculatie execution,while a
securitycheckexecutesin parallelon anothercore.Second Speck
takes adwantageof the applicationexecuting aheadto start and
run later checksin parallel to earlier ones.Thus, Speckcreates
parallelismnot only betweena processand a securitycheck,but
alsobetweerthe sequentialnvocationsof a check.

Speckuseghreetechniqueso safelydeferandparallelizesecu-
rity checks First, SpeckusesSpeculato(Nightingaleet al. 2005)
to executea processspeculatiely andto track and propagatets
causaldependenciesSpeculatorllows a procesgo interactspec-
ulatively with the kernel, le system,andotherprocessesShould
asecuritycheckfail, Speculatorolls backeachobjectandprocess
within the operatingsystemthat dependsuponthe compromised
application.

SecondSpeckbuffers externaloutputthatdepend®n a specu-
lative processsuchasoutputto the network or the screenuntil the
securitychecksuponwhich the outputdepend$ave succeeded.

Finally, Speckprovides a replay systemthat logs sourcesof
non-determinismas the speculatie processexecutes.When the
security check executesin parallel, Speckreplays each logged
sourceof non-determinisnto ensurethat the code executingin
paralleldoesnot diverge from the speculatie process.

We implementedSpeckasa setof changeso theLinux 2.4and
2.6kernels,andwe implementecarallelversionsof threesecurity
checks:sensitve dataanalysis,on-accessirus scanningandtaint
propagationOurresultsto datearepromising.Runningona4-core
andan 8-corecomputey Speckimprovesperformancelx and7.5x
for thesensitve dataanalysischeck,3.3xand2.8xfor theon-access
virus scanningcheck,and 1.6x and 2x for the taint propagation
check.
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The left-hand side shows a process executing with a security check
interrupting execution to check for an intrusion. The right-hand side
of the gure shows how Speck parallelizes security checks. On
CPUj, the original process runs, using speculative execution, without
a security check. Speck forks copies of the process, and uses replay
to aggregate and execute checks in parallel on multiple cores.

Figure 1. Parallelizingasequentiabecuritycheck

2. Designoverview
2.1 Speck

Specks goalis to provide securityequialentto that provided by

security checksexecuting sequentiallywithin the critical path of

an application,while achiering betterperformancehroughparal-
lelism. The securityprovided by a parallel checkusing Speckis

equivalent to that provided by a sequentialversionif the output
of the parallelversioncould have beenproducedby the sequential
version.

Theleft-handsideof Figurel shavs a program(denotedoy the
numberedboxes) and a security check (striped boxes) executing
sequentially The right-handside of the gure shavs how Speck
parallelizessecuritycheckson multiple cores.Theprocessunning
on CPU, executeswithout a security checkusing operatingsys-
tem supportfor speculatie execution.We referto it asthe unin-
strumentedprocess The uninstrumentegbrocessnvokes security
checksthatrunin parallelon othercores.Speckreplaysthe unin-
strumentedbrocess execution (shadedboxes) on other coresto
generatahe staterequiredfor eachsecuritycheckto run. We refer
to theprocessethatrun securitychecksin parallelasinstrumented
clones

The stateusedby a parallelcheckmustbeidenticalto the state
it would have usedif it wasexecutingsequentiallyWhenit is time
to begin a securitycheck,Speckusesfork asageneralmethodto
copy (i.e., copy-on-write) the stateof the uninstrumentegrocess
andshipit to anothercore.Using a software mechanisnmsuchas
fork allows Speckto run on commodityhardware.Unfortunately
two non-trivial costsslow the startof a securitycheckwhenusing
fork : rst, the pagetable of the applicationmustbe copiedand
the pagesmust be protected.Second,during execution, both the

uninstrumentednd cloned processwill take copy-on-write page
faults.

Speckamortizesthe costof fork by aggregating multiple se-
curity checksinto intervals of time called epochs.ncreasingthe
epochlengthreduceghe frequeny of fork andthusreduceshe
overheadheededo parallelizethe check.However, increasingthe
epochlengthforcesthe uninstrumentegrocesgo executefurther
aheadto begin the next epoch.For mary applications,a longer
epochincreaseghe chanceghat the uninstrumentegrocesswill
executea systemcall. Allowing the uninstrumentegrocesdo ex-
ecutesystemcallsled to a threechallengeghat shapedhe design
of Speck.

First, somesystemcalls (e.g., write ) allow a processto af-
fectotherprocessesr kernelstate It is safeto allow a speculatie
procesgo affect otherprocesseandkernel objectsaslong asthe
affectedstateis rolled back when a security checkfails. We use
SpeculatoNightingaleet al. 2005)to trackandundoall changes
aspeculatre procesanakesto otherprocesseandkernelobjects.
Speculatotracksandpropagateshe causaldependenciesf spec-
ulative processeasthey execute For example,if aspeculatie pro-
cesswritesto a le, that le becomespeculatre andinheritsthe
dependenciesf the process Eachobjectand processwithin the
kernelhasanundolog associatedvith it. If a securitycheckfails,
Speculatousesthe undolog to roll backeachobjectandprocess
that dependson the failed security check. Thus, a compromised
programcannotpermanentlydamagehe system.

Secondpthersystemcallsallow a procesgo executeanoutput
commit (outputthatcannotbe undone e.g.,writing to the screen).
Whena processattemptsanactionthatcannotbe undone the pro-
cesamustblockuntil all securitycheckst depend®nareresoled.
Someoutputcommitscanbe deferredratherthanblocked, which
improvesperformancedy allowing the speculatie procesgo con-
tinueexecutingfurtheraheadFor example, Speculatobuffersout-
putto thescreerandthenetwork until theoutputnolongerdepends
upon speculatie state.When Speculatorcannotpropagatea de-
pendenyg or buffer output,the processs blocked until all security
checksupto thatpoint have passed.

Finally, a setof systemcalls exist that affect the stateof the
callingprocesge.g.,read). Executingoneof thesesystencallsin-
troduceson-determinisninto the executionof theuninstrumented
processThe non-determinisntould causethe instrumentedtlone
to divergefrom the pathtaken by theuninstrumentegrocessThis
could causethe checkto missan attackexperiencedy the unin-
strumentedprocess Speckprovides a transparenkernel-level re-
play system,which logs sourcesof non-determinismwhile the
uninstrumentegrocesexecutesaheadSpeckreplayseachsource
of non-determinismandthereforetheinstrumenteatloneexecutes
the samecodepathasits uninstrumentedounterpart.

Deterministicreplay enablesan instrumentedclone to follow
the sameprogressiorof statesasthe uninstrumentegbrocessRe-
play providesstateto a subsequergecuritycheckequivalentto the
stateprovided if the uninstrumentegrocesscalls fork , but at a
muchlower overheadThus,fork is the necessarynechanismnto
createparallelism,andreplayis the necessarynechanisnto amokr
tize the costof fork throughthe aggregationof securitychecks.

Fork andreplaycanefciently provide the entire stateof the
uninstrumentegbrocesgo an instrumentedtlone,andthis allows
one to run arbitrary security checks.However, some expensve
securitychecksrun infrequentlyor requirelittle stateto execute.
In thesecasesit maybefasterto blockthe uninstrumentegrocess
and sendthe requiredstatedirectly to a separatesecurity check
programratherthanusefork andreplayto generatehestatein an
instrumentectlone. For thesetypesof checks,Speckcandisable
fork andreplayandinsteadsendonly the subsebf staterequired
for thecheck(seeSection4.3for anexample).



2.2 Threatmodel

Two mechanismensurehat Speckprovidessecurityequivalentto
asequentiasecuritycheck First, dueto Specks replaysystemthe
instrumentectloneswill executethe samesequentiakthecksthat
would have beenexecutedsequentiallySeconddueto Speculatos
causaldependenctrackingandrollback,ary actionsa speculatre
processtakes before the instrumentedclonescompletethe prior
checksarerolled backshoulda prior checkfail.

Thus,Specks securityguaranteessumeshatan attacler can-
notcompromisehereplaysystemprovided by Speckor thecausal
dependenctrackingandrollback systemprovided by Speculatar
BecauseSpeckand Speculatoroperatewithin the kernel,a spec-
ulative procesgwhich may be compromisecut not yet checled)
mustnotbeallowedto gainarbitrarycontrolof kernelstate Specu-
lator's designphilosophyhelpspreventspeculatie processefrom
damaginghekernel.By default, Speculatoblocksspeculatre pro-
cessewhenthey male systemcalls; only speci ¢ systemcallsto
speci ¢ devicesare allowed to proceed For example,Speculator
allows write systemcalls only to speci ¢ devices. Thus, while
the uninstrumentegbrocessmay executespeculatiely beyondthe
point of thecheck,it shouldbe unableto executeactionsthatcom-
promisereplayor Speculatofe.g.,by writing to /dev/mem).

We do not prevent attacksthat would compromisethe kernel
while running a sequentialversionof the securitycheck,assuch
attackswould compromisehe systemwith or without Speck.

3. Speckimplementation

We have implementedSpeckwithin the Linux 2.4and2.6 kernels.
We provide a descriptionof the implementationof epochs,the
replaysystemanda brief overview of Speculatar

3.1 Creatinganepoch

Speckmustchoosegheepochlengthto balanceheamountof work
completedby the securitycheckandthe costof beginning a new
epoch.If the epochlengthis too short,the costof fork dominates
the bene ts derived from dividing the work of the securitycheck
amongmultiple cores Alternatively, if theepochiengthis toolong,
thereare fewer opportunitiesto createparallelismin the system,
sincethe uninstrumentegrocessnay executecalls (e.g.,select )
thatforcesSpeckto wait aswell.

We implementedSpeckto balancehe costof startinganepoch
with the work accomplishedduring an epochby using a time
threshold.At the end of eachsystemcall, Speckcheckswhether
the amountof time the uninstrumentedrogramhas executedis
greaterthana thresholdepochlength;if so, Speckterminateshe
currentepochandforksanew instrumentedlone.An instrumented
cloneexits whenit executeghelastsystemcall in its epoch.In our
experimentswe have found that an epochlength of 25-50ms is
shortenoughto createsufcient parallelism,but long enoughto
provide a signi cant performancemprovement.

3.2 Ensuring deterministic execution

Speckusesdeterministicreplay to ensurethat the instrumented
anduninstrumentedlonesexecuteidenticalcodepaths absenthe

additionalsecuritychecksin the instrumentedrersion.If the two

codepathsdiverged,the securitycheckswvould not bevalid.

When a program executeson a single core, there are only
two sourcesof non-determinismsystemcalls and signal deliv-
ery. Schedulingand hardware interruptsare transparento appli-
cationexecution.After a schedulingor hardwareinterruptoccurs,
an applicationresumesexecutionat the samepoint thatit wasin-
terrupted.Thus, operatingsystemvirtualization, which gives the
applicationan illusion of executingaloneon a virtual processqr
maskshis sourceof non-determinisnirom theapplicationaslong

asall formsof inter-processommunicatiorarelogged.Speckadds
supportfor deterministiaeplayto theLinux kernelby loggingsys-
temcall resultsandsignaldelivery (BressoudandSchneidet1995;
Dunlapet al. 2002). Our currentimplementationof deterministic
replay doesnot supportsharedmemory IPC for multi-threaded
programsrunning on multiple cores.Speckcould be modi ed to
supportsharedmemoryby addingsupportfor deterministicmulti-
processoreplay Without specializechardware support(Xu et al.
2003), Speckwould needto fault on eachsharedmemoryaccess
andrecordthelocationandeffectof thefault. Thistechniquecould
be prohibitively slow for workloadswith mary sharedmemory
accesses.

3.3 Systemcall replay

Speckassociatea save andarestore functionwith eachsystem
call. When an uninstrumentegrogramcompletesa systemcall,
Speckexecuteghe associatedave functionto log the systemcall
results.When an instrumentectlone malkes a systemcall, Speck
redirectdt to asecondaryeplaysystencall table.Eachentryin the
replaysystemcall tablepointsto anassociatedestore function
for thatcall, which returnsthevaluesioggedby theuninstrumented
versionof theprogram.For somesystenxcalls,suchasnanosleep
andrecv , replayingtheloggedvaluein theinstrumentedlonemay
take muchlesstime thanthe original systemcall.

When an uninstrumentegrocesshegins a new epoch,Speck
createsa replay queuedatastructurefor that epoch.Eachreplay
gueuds sharedbetweertheuninstrumentedndinstrumentegbro-
cessesfor a given epoch.The two processeshave a producer
consumerrelationship.The uninstrumentecrocessaddssystem
call resultsto the FIFO queue,and its instrumentedcounterpart
pulls thoseresultsfrom the queueasit executes.

Unfortunately this simple sare and replay stratgy is not
sufcient for all systemcalls. Systemcalls such as read and
gettimeofday requirespecialstratgiesbecauseéhey returndata
by referenceratherthan by value,i.e., they copy datafrom the
kernelinto the userlevel programs addresspace.To replaysuch
calls, Specksaves the value of all userlevel memory that was
modi ed by the executionof the systemcall. For example,Speck
saresthe contentsof the buffer modi ed by read. Whenthe in-
strumentegroces<allstherestorefunctionfor suchsystemcalls,
Speckcopiesthe savedvaluesfrom thereplayqueuento theappli-
cationbuffer.

Currently Speckdoesnotsupportprocessethatexecutenonde-
terministicfunctionsthat bypassthe operatingsystem(e.g., RAW
soclets or the processotimestampinstructionrdtsc ). Suchac-
tions could be supporteceitherby loggingthemvia binaryinstru-
mentationor by makingthe operationgrivileged andforcing the
processo enterthekernel.

3.4 Systemcall re-execution

Certainfunctionssuchasmmapndbrk modify thelayoutof anap-
plication'saddresspaceSpeckmustre-executethesesystencalls
whenthey are called by an instrumentectlone. However, Speck
ensureshatthe modi cation to theinstrumentedersionof thead-
dressspaceis identicalto the modi cation madeto the uninstru-
mentedversion.For example themmapgystemcall is passednad-
dressasasuggestedtartingpointto maptheobjectinto its address
spacelf this parameteis NULL thenthe operatingsystemhasthe
freedomto chooseary unusedointin the programs addresspace
to mapmemory Naively replayingthis call might causethe oper
ating systemto mapmemoryto two differentlocationsin different
copiesof program.To prevent this problem, Specksaves the ad-
dressreturnecby mmajnsteadof the NULLvalueof the parameter
Whentheinstrumentedlonelater executegthe samemmapgystem
call, Speckpasseshe saved addressnto the sys_mmagunction.



This ensureghat the memoryis mappedto identicallocationsin
bothcopies.

3.5 Signaldelivery

Linux deliverssignalsatthreedifferentpointsin processxecution.
First,if aprocesss sleepingn asystenrcall suchasselect , Linux
interruptsthe sleepanddeliversthe signalwhenthe processexits
thekernel.SecondLinux deliversthesignalwhenaprocesseturns
from a systemcall. Finally, Linux deliversa signalwhena process
returnsfrom a hardwareinterrupt.

To ensuraleterministicexecution,Speckmustreplaythereceipt
of asignalatthe samepointin theinstrumentedloneasit wasre-
ceived by the uninstrumentegrocessDelivering a signal within
calls suchasselect or onthereturnfrom a systemcall is han-
dled by checkingduring systemcall replaywhethera signalmust
be delivered.The deliveredsignalsare saved in the replay queue
during the executionof the uninstrumentegbrocessandidentical
signalsaredeliveredwhentheinstrumentedlonereturnsfrom the
samesystemcalls. Sincethe instrumentectlone returnsimmedi-
atelyfrom functionssuchasselect ratherthansleep Specknever
needsto wake up instrumentedorocessedn the kernelto deliver
signals.

Replayingsignaldelivery aftera hardwareinterruptis moredif-

cult. To ensurecorrectnessa signalmustbe deliveredat exactly
the samepoint of execution(e.g.,after someidenticalnumberof
instructionshave beenexecuted) Our currentimplementatiordoes
not yet supportthis functionality althoughwe could usethe same
techniqguesemplo/ed by ReMrt (Dunlapet al. 2002) and Hyper
visor (Bressoudand Schneiderl995) to deterministicallydeliver
suchsignals.Currently Specksimply restrictssignal delivery to
occuronly on exit from a systemcall or afterinterruptinga system
call suchasselect . In practice this behaior hasbeensufcient
to run ourbenchmarks.

3.6 OSsupport for speculative execution

We use Speculator(Nightingale et al. 2005) to provide support
for speculatie executionwithin the Linux kernel. Speculatorcan
checkpointthe stateof a processwhenit is executing within a
systemcall andexecuteit speculatrely.

Speculatorensureghat speculatie stateis never visible to an
external obserer. If a speculatre processexecutesa systemcall
thatwould normally externalizeoutput, Speculatotbuffersits out-
putuntil the outcomeof the speculations decidedlIf aspeculatre
processperformsa systemcall that Speculatoris unableto han-
dle by eithertransferringcausaldependenciesr buffering output,
Speculatoblocksit until it becomeson-speculatie.

SpeckusesSpeculatorto isolatean untrustedapplicationuntil
a securitycheckdetermineghe applicationhasnot beencompro-
mised.Speckassociatesachepochwith aspeculationThesuccess
or failure of the securitychecksassociatedvith an epochdeter
mineswhetherthe executionof codeduringthatepochwassafeor
whetheranintrusionoccurred.If executionwassafe,Speckcom-
mits the speculationyhich allows Speculatoto releaseall output
generatedy thatepoch.If anintrusionoccurred,Speckfails the
speculationwhich causesSpeculatorto begin rollback. Eachob-
ject and processdependentipon the compromisedapplicationis
rolled backto a point beforethe intrusionoccurred We originally
consideredolling backthe compromisedapplicationaswell, but
realizedthata sequentiasecuritycheckwould likely terminatethe
applicationafter detectingan intrusion. Therefore Speculatoter-
minatesa compromisedapplication.Sincethe applicationis never
rolled back, Speculatodoesnot checkpointits stateat the begin-
ning of eachepoch.

Currently thereis a slight differencein the outputseenby an
externalobsenrer whena securitycheckfails using Speckandthe

output that would have beengeneratedby a sequentialsecurity
check.Since Speckoperateson the granularityof an epoch,ary
output that occurredafter the last epoch began but before the
instructionthatledto thefailedsecuritycheckwould notbevisible.
We plan to addresshis by simply replayingthe uninstrumented
processipto the pointwherethe securitychecksfailed.

3.7 Pin: A dynamic binary rewriter

When Speckbegins a new instrumentedclone, the structureof
the clone dependsupon the type of security check. Speckcan
useary particular methodof inserting checks.Two of the case
studies(4.2 and 4.4) in this paperuse Pin (Luk et al. 2005) to
dynamically instrumentthe code with the necessargchecks.Pin
allows applicationprogrammergo createPintools which contain
arbitrary codeandrules aboutwhenthat codeshouldbe inserted
into a programbinary Pin then usesthe Pintool in tandemwith
dynamiccompilationto generatenew programcode.

Pintoolsaretransparento the executionof the applicationin-
strumentedwith Pin. An applicationinstrumentedwith Pin ob-
senesthe sameaddresseandregistersfor programcodeanddata
asit would wereit runningwithout Pin. Speckusesthis property
to ensurecorrectnesgheexecutionof theinstrumenteatlonedoes
not diverge from the executionof the uninstrumentegbrocessoe-
causdheprogramcannoibbsenrethatit is beinginstrumentedThe
authorsof Pin have shavn thatPinis fasterthanothersystemsuch
asValgrind (Nethercoteand Sewvard 2007)and DynamoRIO(Sul-
livanetal. 2003).SincePin doesnot interruptprogramexecution
unlessarule within a Pintool instructsit to do so, the overheadof
Pinwithouta Pintoolis negligible.

4. Parallelizing security checks

In this sectionwe discussthe propertiesof a securitycheckthat
determineboth the dif culty in parallelizationand the potential
for performancemprovementthroughincreasedparallelism.We
discussthreedifferentclasseof securitychecksthatdemonstrate
tradeofs in the dif culty andoverheadof parallelizationandthen
describahedesignandimplementatiorof acheckfrom eachclass.

4.1 Choosingsecurity checks

Whensecuritychecksare parallelizedto run using Speck,checks
thatwould otherwiserun in sequentiabrderexecuteconcurrently
Somesecuritychecksnmaybemoresuitablefor usewith Speck(i.e.,
easierto parallelize)thanothers.This sectiondescribeghe prop-
ertiesthatdeterminehelikelihoodof successvhenparallelizinga
checkusingSpeck.

Speckusesthe uninstrumentegrocessto run aheadand start
later securitychecksin parallelwith earlierones.Thereforeeach
securitycheckdependsiponthe statereceved from the uninstru-
mentedprocess.This dependenc impactsthe amountof paral-
lelism Speckcanachiere in two ways.First,theamouniof work ex-
ecutedby the uninstrumentegrocesdetweenchecksdetermines
how quickly future epochswill begin. Secondthe expenseof the
securitycheckdetermineshow mary checksmight executein par
allel atary onetime. Expensie checkscreatemoreopportunityfor
parallelismandthereforeoffer the opportunityfor greaterelative
speedup.

Thebene t of parallelizatioralsodependsiponwhethera later
checkdependsiponthe resultof anearliercheck.If alatercheck
dependsheavily on an earlier checkrunningin parallel, it may
be dif cult to parallelizethe checkin sucha way that the later
checkcan make forward progresslf a later checkis completely
independentf anearliercheck thecheckis very easyto parallelize
asthe only dependenc is the stateprovided by Speckfrom the
uninstrumentegrocess.



Incidentally thereis a third type of dependengcrelationshipto
considerwhen parallelizinga security check. Somechecksmay
have very few dependenciewithin a singleinvocationof a check.
Sucha checkmay be embarrassinglyarallel, and could be par
allelizedwithin a singleinvocation,ratherthanparallelizedacross
multiple invocationsasis doneby Speck.Speckdoesprovide one
adwantage which is that the programmedoesnot needto reason
abouthow to parallelizethe check;parallelizationis achieved au-
tomatically

4.2 Processnemory analysis

While signsof mary securityproblemsappeain theaddresspace
of a processthesesignsmay appearin memoryonly for a brief
periodof time. For example,avirus maydecryptitself, damagehe
systemthenerasdtself (Szor2005);sensitve, personadatamay
inadertentlyleakinto anuntrustedproces{Chaw et al. 2005);0r
amaliciousinsidermayreleaseclassi ed databy encryptingit and
attachingt to ane-mail. Onecoulddetectsuchtransientproblems
by checkingmemoryat eachstoreinstruction,but the overheadof
suchfrequentcheckswould be prohibitive.

Speck can reducethe overheadof thesechecksby running
themin parallel. Parallelizing this type of checkwith Speckis
straightforvard becaus¢he checksareindependenof oneanother

We implementedone suchsecuritycheck,which looks for in-
adwertentleaksof sensitve data.The securitycheckcarriesthe 16-
byte hashof a sensitve pieceof data.At eachmemorystore,it cal-
culatesthe hashat all 16-bytewindows aroundthe addresseing
stored We implementedhe securitycheckasa Pintool,which can
berunsequentiallyor in parallelby usingSpeck We usedfork and
replayto efciently synchronizestatebetweenthe securitycheck
andtheuninstrumentegrocess.

4.3 Systemcall analysis

Therehave beenmary differentproposedsecurity checkswithin
the researclcommunitythatanalyzeprogrambehaior usingsys-
temcalls. ExamplesncludeWagnerandDeans (2001)call graph
modeling,Provos' (2003)systraceKo andRedmonds (2002)non-
interferencecheck,andon-acceswirus scanning(Miretskiy et al.
2004). These checks can dramatically slovdowvn performance,
which limits their usefulnessn productionervironments.Wagner
andDeancite multiple orders-of-magnitudslonvdown, andProvos
notesa4x slowdown in theworstcase.

Systemcall analysisexhibits two traits that male it promising
for usewith Speck First, eachcheckdoesnot dependuponthere-
sult of prior checks.Therefore Jater checkscanberun in parallel
with earliercheckswithoutmodi cation. Secondsystemcall anal-
ysisrequiredittle stateto execute— oftenjustthelist of prior calls
executedand/orthe parameterpassedy theapplication.Thistrait
meanghat suchchecksdo not requirefork andreplay; Speckcan
shipthestaterequiredat eachsystemcall from the uninstrumented
procesgo aninstanceof the checkexecutingin parallel.

We have implementedan on-acceswirus scannerusing scan-
ning libraries provided by ClamA/ (2007), a popular anti-virus
toolkit for Linux. Our on-accesscanneiinterceptsle systemre-
latedsystemcalls, blocksthe calling processandpasseshe name
of the le down to a waiting scanningdaemon.Oncethe le has
beenchecled, theprocesss allowedto continueexecuting.

We parallelizethe checkby creatinga pool of waiting virus
scanningdaemonsSinceonly the nameof the le is requiredto
executethe scan,fork andreplay are not used.Instead,our on-
accessscannersendsthe nameof the le to the next available
scannerandallowstheprocesgo continueexecutingspeculatrely.

4.4 Taint analysis

Taint analysistracesthe o w of datafrom untrustedsourcege.g.,
a soclet) throughan applications addressspaceand detectsif a
critical instructionexecuteswith tainted(i.e., untrusted)data.For
example,if the dataon thetop of the stackusedby RETIs tainted,
astacksmashattackhasoccurred.

As a processexecutesthe taint analysischeckupdatesa map
representingvhich addresseand registersare tainted within the
process addresspaceEachcheckdependsiponanupdatedver
sion of the map. Therefore,eachcheck dependsupon all prior
checks.Theseinter-check dependenciesale taint analysisdif-
cult to parallelize.Runningmultiple checksin parallelwill not
work, sincea later checkexecutingin parallelto an earliercheck
will notyethaveall theinformationnecessario determinevhether
anattackhasoccurred.

Becausdaint analysisis dif cult to parallelize,we useit asa
challengingcasestudyto parallelizewith Speck.Our strateyy is
to divide work into parallel and sequentialphasesof execution.
The parallel phaseexecuteswithin instrumentedclones,and the
sequentiaphaseprocessethe parallelpieceso determinevhether
an attack has occurred.Our goal is to pushas much work into
the parallel phaseas possible,while minimizing the work done
sequentially The rest of this sectiongives a broad overview of
instruction-level taint analysison x86 processors.

Prior taint analysissystemgCostaet al. 2005; Newsomeand
Song 2005; Qin et al. 2006) use binary rewriters to instrument
a target application.A memoryor registerlocationis marked as
taintedif it causallydepend®n datafrom anexternalsource(e.g.,
thedisk or a network soclet). For example,if anapplicationreads
datafrom the network, a taint tracker would mark the memory
locationsinto which the datais copiedastainted.Datamovement
instructions(e.g., MOVADD and XCH)Gpropagateaint from one
locationto another Suchinstructionsmay alsoclearan addresof
taint either by overwriting it with untainteddataor by executing
an explicit clearinstruction(e.g., XOReax, eax). Taint trackers
mustsetinput, propagationandasserioliciesto determinevhen
databecomedainted which instructionspropagatéor clear)taint,
andwhento checkfor anintrusion,respectiely.

An input policy determinesvhendatafrom outsidethe address
spacetaints data within it. The input policy for our algorithm
taintsdatafrom ary sourceexternalto the process addresspace,
exceptingsharedibrariesloadedby the dynamicloader Settingan
input policy canbereducedo a questionof trust:if theloaderand
sharedibrariesaretrusted thenloadinga sharedibrary doesnot
tainttheaddresspace.

A propagation policy determineswhich instructionspropagate
taint from one location to another For example, taint analysis
functionstypically instrumenteachdatamovementinstructionto
propagatetaint. Taint analysistools may also instrumentcontrol
instructionssuchasJMPe.g.,aconditionaljumpbasednatainted
valuecouldbeconsideredo taintall datavaluesmodi ed later. Our
propagationpolicy instrumentsall datamovement(MOV,MOVS,
PUSH, POP, ADD, CMQ\étc.)instructionswithin theapplication,
including F86 and SSEinstructions,to propagateaint from data
sourcedo datasinks.

Thereis atradeof in determininga propagatiorpolicy between
the coverage provided andthe accumacy of the algorithm. If taint
is propagatedlongall channelf information o w, taint analysis
will generatemary falsepositives.However, if too mary channels
of information o w areignored,then attacksmay go undetected.
SinceSpeckis independentf the speci ¢ taintanalysischeck,we
chosepoliciesfrom prior work (Costaet al. 2005; Newsomeand
Song2005).

Finally, an assertpolicy determineswhen to check whether
an attack has occurred. Assert policies sharethe same cover
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This gure shows the taint analysis check parallelized using Speck.
Each check depends upon the results of all prior checks. Therefore,
we invented a new parallel algorithm that divides the work into
parallel and sequential phases.

Figure 2. Parallelizingtaint analysisusingSpeck

age/accuractradeof thatis inherentin propagatiorpolicies. We
implementedtwo assertpolicies — checkingfor stack smashing
attacksandfunctionpointerattacks.
Sincethesequentiahndparalleltainttrackersrequiredtwo dif-
ferentimplementationswe divide thediscussiorinto two separate
sections.Section5 describesour sequentiakaint analysischeck,
andSection6 describe®ur paralleltaint analysischeck.

5. Sequentialtaint analysisimplementation

We built asequentiataintanalysischeckasa baselinecomparison
by following the descriptionswritten by Costaet al. (2005) and
NewsomeandSong(2005).

Our sequentiataint tracker usesa pagetable datastructureto
trackthetaintedmemoryaddressesf theinstrumentedpplication.
Thetop level of the pagetableis an arrayof pointers.Eachentry
pointsto a singlepageof memoryin theinstrumentedpplications
addresspaceEach4 KB pageis a charactearray suchthateach
byte in the array represents single byte of applicationmemory
We usea byte rathera bit arraybecauseur initial resultsshaved
that bit operationssubstantiallyslowed down the taint tracler. To
save spacejnitially eachentryof the pagetablepointsto thesame
zeo page, which is a 4 KB zero- lled array (indicating that the
correspondingnemoryaddresseare untainted).The taint values
of registersarestoredin anothersmallarray

We usePin to instrumenteachinstructionthat is covered by
aninput, propagationpr outputpolicy. SincePin in-lines Pintool
codethatis constructedvithout conditionals,the instrumentation
that compriseghe sequentiataint tracker is carefully constructed
to avoid conditionalinstructions.

Although our focus is on the bene ts of parallelization,we
strove to efciently implementNewsomeand Songs sequential
taint tracker using Pin. Our resultsshav that our implementation
runsapproximatelyl 8 timesslower thannative speedjn compari-
son,NewsomeandSong(2005)reportecthattheirimplementation
ran 24-37timesslowver on anidenticalbenchmarkBasedon this,
we believe that our sequentiaimplementations reasonablyef -
cient.

6. Parallel taint analysisimplementation

The needto sequentiallyupdatea map of tainted addresseand
registersasaprocesexecuteposes challengdor Speckrunning
instrumentedclonesin parallel would resultin incorrectresults,
sinceeachepochwould have anincompletemapof taintedmemory
locations.We realizedthat the taint analysischeckhastwo parts:
rst, the checkdecodesninstructionanddeterminesvhetherthe
instructionis partof aninput, propagationgr asserpolicy. Second,
thecheckeitherupdateghe mapof taintedmemorylocations or it
checksto ensurea critical instructionis notactingon tainteddata.

Although updatingthe map of taintedlocationsand checking
for intrusionsis sequentialdecodinginstructionsanddetermining
whetherthey apply to our policiescanbe donein parallel. There-
fore, we divided the taint analysischeckinto parallelandsequen-
tial phasesFigure2 shavs anexampleof our paralleltainttracker.
In this example,eachnumberedbox is a single instruction,and
an epochis two instructionsin length (in practice,an epochen-
compasseshousandsof instructions).Within eachinstrumented
clone theinstructionis replayedandthenthe rst phasecalledlog
prepaiation, is executed.Log preparatiortransformsthe instruc-
tioninto adependencoperation(describedn detailin Section6.1)
andplacegheoperatiorinto alog. Thelog of eachepochis divided
into log segmentswhich are x edsizedunitsof memorymanaged
by Speck.Oncethe epochcompletesthelog is shippedo another
core,wherelog processingakes place.Log processingrocesses
eachlog in sequentiabrder updates mapof taintedaddresseand
registers,andchecksfor violationsof asserpolicies.

Onemightimaginethattheamountof datageneratediuringlog
preparatiorcould be quite large. In fact, our early resultsshaved
that the amountof datawas so large that log processingtook
longer to completethan log preparation.This problem spurred
the developmentof dynamictaint compession which is often
able to reducethe numberof operationsin a log by a factor of
6. Dynamictaint compressions designedbasedon two insights:
rst, later operationsoften make earlier operationsunnecessary
Secondthestateof thetaintmapis only importantbeforeanassert
checkand at the end of eachlog. We usetheseobserationsto
reducethe size of eachlog in parallelduring log preparationA
detailedexplanationappearsn Section6.2. Thus,log preparation
is atwo stepprocessFirst,log generatior{describedn Section6.1)
decodesheinstructionsmapsthemto input, propagationer assert
policies andinsertsthe operationdnto the log. Second dynamic
taintcompressioifdescribedn Section 6.2)reducegshesizeof the
log, which acceleratethe sequentialog processinghase.

6.1 Log generation

Log generationis implementedas a Pintool that instrumentsthe
targetapplication For eachinstructionthatcouldpotentiallytrigger
aninput, propagationpr asserpolicy, the Pintoolwritesan 8 byte
log recordthat describeghe operationtype and size, the source
location,andthedestinatiorlocationof theinstruction.
Eachentryin alog maybeoneof six types.A TAINTrecordis
insertedvhenaninputpolicy dictateghatanaddressn theapplica-
tion'saddresspaces taintedby its execution(e.g., TAINT records
areinsertedwhen datais readfrom a network soclet). A CLEAR
recordis insertedif aninstructionremorestaint from a location.
For example,theinstructionXOReax, eax generates log entry
thatclearsthe eax registerof taint. An ASSERfecordenforcesas-
sertpoliciesby checkingto seeif alocationis tainted.For instance,
ASSER®ax indicateshat Speckshouldhalt programexecutionif
the eaxregisteris tainted.
Theremainingrecordtypesimplementpropagatiorpolicies.
REPLACtecordsrepreseninstructionssuchasMOVhat overwrite
the destinationoperandwith the contentsof the sourceoperand.
ADDrecordsdescribearithmeticand similar operationswherethe



destinationoperands taintedif eitherthe sourceor destinations
initially tainted SWAR usedfor the XCH@struction,which swaps
thesourceanddestinatioroperandsMore complex operationsuch
as XADU[are describedusing multiple log records(e.g., a SWAP
followed by an ADIp. Operationssuch as MOV $hat move data
betweentwo addresseareencodedastwo separateecords.Some
instructionsdo notgenerateary log recordssincethey do notaffect
ary taintpolicy.

During an epoch,multiple log segmentsare generatedo form
alog. Ratherthandetectthe endof a segmentby executinganex-
pensve conditionalafterinsertingeachlog record, Speckinserts
a guardpageat the endof eachlog segmentthatis mappednac-
cessible After thelog segmentis lled, writing the next log entry
causedhe OSto deliver a signalto the instrumentedapplication.
Thesignalhandleroptimizesthe lled log segment,asdescribedn
thenext section swapsafreshlog segmentinto theprocessaddress
spaceandchangeshepointerof thenext log entryto pointthestart
of thenew segment.Finally, Speckreseresa speci ed amountof
physicalmemoryto storelog sggments;eachlog segmentis cre-
atedas x ed-sizedsharedmemoryseggmentthatis shippedirom an
instrumentealonesto thelog processingrogram.

6.2 Dynamic taint compression

Without optimization,it takeslongerto processa log thanit takes
to run the sequentiakaint tracker describedn Section5. This is
unfortunatebecausdog processings fundamentallysequential.
The log processingorogrammust read eachlog record, decode
the operation andperformthe speci ed operationIn contrastthe
sequentiakaint tracker haslessoverhead— it simply moves or
veri es taintasappropriatdor theinstructionit is aboutto execute.
Further sincethe sequentiakaint tracker executesin the address
spaceof the applicationit is instrumenting,it enjoys locality of
referencawith theaddresses is checking.

Fortunatelywe have foundthatthereis substantiatoomto op-
timize logs afterthey aregeneratedut beforethey areprocessed.
SinceSpeckspeculatiely executesinstrumentectode,it can po-
tentially eliminateall taintoperationghatbecomemootdueto later
executionof theprogramln contrasto staticanalysigoolsthatcan
only eliminatea taint operationif it becomesnootalongall possi-
ble codepaths,the Speckoptimizeris dynamicandcaneliminate
an operationif it becomesmoot alongthe codepaththe applica-
tion actuallytook In effect, speculatie executionallows theparal-
lel taintchecler to peerinto thefutureandeliminatework thatwill
becomeunnecessary

Thegoalof optimizationis two-fold. First, optimizationshould
be a parallel operation.Second,optimization should derive (and
eliminate)the setof recordsthat, afterexaminingall recordsin the
log segment,do not have an effect eitheron the nal taintvalueof
ary addres®r register or onthetaintvalueof anaddres®r register
whenit is checledfor anasserpolicy violation. For example,if a
registeris taintedandlater cleared,andno assertpolicy checkon
that register occurredbetweenthe two records,the earlierrecord
canbesafelydiscarded.

Dynamictaint compressiofis inspiredby mark-and-sweepgar
bagecollection.After eachlog segmentis generatedit is thenop-
timizedindependentlyf otherlog segmentsThe optimizermakes
two passe®ver thelog sggment.We usea map,similar to theone
describedon Sectionb5, to track the taint valuesof addresseand
registers.During optimization,eachaddressor register can have
one of three values; either the location is known to be tainted,
known to be free of taint, or its stateis unknavn. If the stateis
unknawn, it dependsipontheresultsof prior log sggmentsandit
mightdependipononeor morerecordswithin thecurrentsegment.
The secondpassexaminesthe mapandidenti es locationswhose
taint value dependsupona list of one or morerecordswithin the

log sggment.Theoptimizerthencreatesa new log segment,which
is the union of theselists. The secondpassalso createsa list of
rangeof taintedandfreelocations After thesecondpassthenaw,
smallerlog sgment(andthe list of taintedandfree locations)is
passednto thelog processinghase.

One can easilyimagine more aggressie optimizations.How-
ever, we have foundthatthe dynamictaint compressioralgorithm
describedn this sectionhits a sweetspotin the designspace— it
is very effective (achieving a6:1 reductionin log sizein our exper
iments),while minimally impactingperformancedueto its useof
only two sequentiapasseshroughthe log segment.Investigating
otheroptimizationss aninterestingdirectionfor futurework.

6.3 Log processing

The algorithmusedin the log processingphaseis very similar to
thatof thesequentiatainttracker. It isimplementedisastandalone
procesghat readsoperationdrom log sggmentsandusesthemto
propagatendchecktaint, ratherthanasa Pintool. However, it uses
identicaldatastructurego storetaintdataandimplementg¢hesame
input, propagationandasserpolicies.

To processan optimizedlog segment,the log processingoro-
gram rst readsin the setof locationsknown to be taintedand
the setknown to betaint-free.lt clearsandsetsthe taint bytesfor
theselocationsaccordingly Speck rst orderslog segmentsin the
sequentiabrderthey weregeneratedy eachinstrumentecdtlone.
Secondgeachlog (thesetof sgmentgyeneratedby aninstrumented
clone)is orderedsequentiallyaswell. Segmentsrom alaterepoch
cannotbeprocessedntil all sgmentsfrom all earlierepochshave
beenprocessedf ary ASSERTiecordoperate®n tainteddata,the
uninstrumentegrogramis haltedand an attackreported.Other
wise, the log processingprogramblocks until the next sequential
log sggmentbecomesvailable.

Thereis aninherenttradeof in the choiceof log segmentsize.
Larger segmentsizes createcontentionon the memory bus and
pollute the cacheson the system.Smaller segmentsizeslead to
greateroverheadsincea signalhandleris executedafter eachlog
is lled. Further sincethelog segmentis the unit of optimization,
smallerlog sizesreducethe ef ciency of optimizationsthat can
be performed.Our paralleltaint analysischeckuses512KB logs,
which aresmallenoughto t in theL2 cacheof the computersve
usein our evaluation.

7. Evaluation
7.1 Methodology

We usedtwo computersn our evaluation.The rst computeris an
8-core(dual quad-core)ntel Xeon (5300series,Core 2 architec-
ture) 2.66GHz workstationwith 4 GB of memoryanda 1.33GHz
bus. Eachquad-corechip is madeup of 2 dual-corechipsstacled
ontop of oneanotherEachdual-coreonthechipsharea4 MB L2
cache.The 8-corecomputerruns RedHatEnterpriseLinux 4 (64
bit) 2.6 kernel. The secondcomputeris a 4-core(dual dual-core)
Intel Xeon (7000 series,NetBurstarchitecture2.8GHz worksta-
tion with 3GB of memoryanda800MHz bus.Eachdual-corechip
sharesa2 MB L2 cache The4-corecomputerunsRedHatEnter
prise3 (32 bit) 2.4 kernel.

Whenwe evaluatedthe parallelversionof a securitycheck,we
variedthe numberof coresavailableto the operatingsystemusing
the GRUB bootloader Onthe 8-corecomputerwe could notboot
ary 32bit Linux 2.4kernel.SinceSpeculatocurrentlyworksonly
with a32 bit Linux 2.4 kernel,we couldnotrun speculatre execu-
tion for experimentson this machine.The overheadof Speculator
haspreviously beenshavn to be quite small, typically addingper
formanceoverheadf afew percenprless(Nightingaleetal. 2005,



T 40 —*— Speck

s ] - - - Sequential

(&

Q 1

2}

5 1

o

8 °7

£ 1

© p

T ¥
0 T T 1

1 2 3 4

Number of cores (NetBurst Xeon)

40

—>— Speck

2 - - - Sequential
8 30
o)
0
g 20
]
()
IS
© 10
-

0 | T T T T T T 1

1 2 3 4 5 6 7 8

Number of cores (Core 2 Xeon)

This gure shows the frames per second achieved while mplayer decodes an H.264 video clip. Speck parallelizes a check that continuously
scans mplayer's memory contents. The dashed line shows the performance of the sequential version of the security check. Without any security
check, mplayer decodes 102 fps on the 4-core machine and 175 fps on the 8-core machine. The results represent the mean of 5 trials. Standard

deviations were less than 1%. Note that the scales of the graphs differ.

Figure 3. Processnemoryanalysismplayer

—— Speck
- - —- Sequential

Transactions per Second

Number of cores (NetBurst Xeon)

Transactions per Second

10000
—— Speck
- ——- Sequential
8000+
6000
4000+
010
0 T T T T T T ]
1 2 3 4 5 6 7 8

Number of cores (Core 2 Xeon)
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2006).We con rmed this for Speckby runningall benchmark®n
the4-coremachinewith andwithout Speculatar

7.2 Processmemory analysis

We rst evaluatedthe performancef theprocessnemoryanalysis
check,describedin Section4.2, by measuringthe rate at which
mplayercan decodean H.264 video clip (a Harry Pottertrailer)
while its memoryis continuouslymonitoredfor a 16-byteitem of
sensitve data. Without ary security check, mplayerdecodeghe
movie at a rate of 102 framesper secondon the 4-coremachine
and175framespersecondnthe8-coremachine.

Our resultsare shavn in Figure 3. With 8 available cores,
mplayerachievesa 7.5x improvementin performancevhencom-
paredto the sequentialersionof the check.By using Speck,the
movie is decodedn real-time,which was not possibleusing the
sequentialzersionof the check.Speckis ableto achieve nearideal
speedups$or two reasonsFirst, the parallelversionof the checkis
identicalto thesequentiaVersion,sothey performsimilarly onone
core.Secondthe checksareindependenof eachother so perfor
manceimproveslinearly with the numberof cores.

7.3 System-callanalysis

We next measuredhe performancef the on-accessirus scanner
describedn Sectiord.3,by executingthePostMark(Katcherl1997)
benchmarkPostMarkis an1/O boundbenchmarkit wasdesigned
to replicatethe small le workloadsseenin electronicmail, net-
news, and web-basedcommerce We usedPostMarkversion1.5,
built our virus scannemsing ClamAV/ version0.91.2and useda
virus databaseontaining148,000signaturesWe con gured the
virus scanneto scan les on close,emulatinga policy thatchecks
for virusesasthe mail or news sener writesdatato disk. We report
thetransactionpersecond TPS)achieved duringthe benchmark.
With no securitychecks PostMarkexecutes23,992TPSon the 4-
coremachineand53,078TPSon the8-coremachine.

Figure4 shavsthe TPSexecutecby PostMarkwith asingle,se-
quentialvirus scannerandwith multiple virus scannergxecuting
in parallelwith Speck.Sincethevirus scanneriave no dependen-
cies betweenthem, we expectedthe performanceof PostMarkto
scalesimilarly to thememoryanalysischeck We saw thisbehaior
on the 4-coremachine;comparedo the sequentialirus scanner
PostMarkis ableto execute3.3x more TPS(on 4 cores)by using
Speck.The 8-coreresultswere quite different. Although initially
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scalingwell (1.94x more TPSwith 2 cores),performancedrops
with 4-cores,jmproveswith 5 cores,andthendropsagainwith 7

and8 availablecores.We hypothesizahatthe singlesharednem-
ory bus may be to blame;future architecturesvith lesscontention
to mainmemorymayyield betterresults.

7.4 Taint analysis

Figure 5 shaws the throughputof the parallelandsequentiataint
traclers for the mplayer video decodingbenchmark.The right
hand graphshaws resultsfor the 8-core machine.For one core,
the total computationperformedby the parallel version of the
tainttracker is substantiallylargerthanthatdoneby the sequential
version, due to the overheadof generatingand optimizing log
segments.However, asthe numberof available coresincreases,
the performanceof the parallel versionimproves. With 4 cores,
the paralleltaint tracker outperformsthe sequentialversion.With
8 corestheparallelversionachieresa 2x speedugomparedo its
sequentiatounterpart.
Thespeedumchiezablethroughparallelizatioris limited by the
inherently sequentiahatureof processingaint propagationThe
8-core graphof Figures5 shaws that optimizing the log before
processingit signi cantly reducesthis bottleneck.Without rst
optimizing the log, the time to run the benchmarkwaslimited by
thelog processingphasewhich runson a singlecore.In contrast,
the optimizedversionof taint analysisshifts enoughwork to the
parallelphasesothat Speckcaneffectively useadditionalcores.

8. Relatedwork

Researcherim computerarchitectureénave proposeda style of par
allelizationsimilar to ourscalledthread-leel speculation(Knight
1986; Sohi et al. 1995; Stefan and Mowry 1998). Thread-leel
speculationis intendedto take adwantageof SMT (simultaneous
multithreading)architecturegTullsenetal. 1995)by speculatiely
schedulingnstructionsequencesf asinglethreadin parallel,even
when those sequencesnay contain data dependenciesThread-
level speculatiorrequireshardware supportto quickly fork a new
thread,to detectdata dependencieslynamically and to discard
the resultsof incorrectspeculatie sequencesTwo projectshave
usedthe proposedardwaresupportfor thread-leel speculatiorto
parallelizechecksthatimproved the securityor reliability of soft-
ware (Oplingerand Lam 2002; Zhou et al. 2004). Oplingerand
Lam (2002) usedthis style of parallelizationto speedup basic-

blockpro ling, memoryaccesshecksanddetectiorof anomalous
memoryloads. Zhouetal. (2004)usedthis style of parallelization
to speedup functionsthat monitoredmemory addressegwatch-
points).

In contrastto prior work on thread-leel speculationpur work
shavs how to parallelizesecuritychecksoncommodityprocessors.
The major challengewithout hardware supportis amortizingthe
high costof startingnew threadginstrumentecrocesses)lo ad-
dressthis challengeyve startinstrumentegrocesseat coarseime
intervals, log non-determinismto synchronizethe instrumented
processewith theuninstrumentegrocessanduseOS-level spec-
ulationto enablethe uninstrumentegbrocesgo safelyexecutebe-
yond systemcalls. OS-level speculationenablesspeculationso
spana broaderset of eventsand datathan thread-leel specula-
tion, includinginteractionsbetweenprocesseandbetweena pro-
cessandtheoperatingsystem.

Patil andFischer(1995)proposedshadav processing”which
runs an instrumentedprocessin parallel with an uninstrumented
process.Speckextendsthis ideato achieve more parallelismby
usingspeculatiorto run the uninstrumentegrocessaheadspecu-
latively andallowing it to fork multiple instancesA differentap-
proachis to predictwhich securitycheckswill be neededandto
executethe checksspeculatrely (Oyamaetal. 2005).

OS-level speculatiorhasbeenusedfor mary purposedesides
security(ChangandGibson1999;FraseandChang2003;Nightin-
galeetal. 2005;Qin etal. 2005;Li etal. 2005; Nightingaleet al.
2006).In theareaof security Anagnostaki®tal. (2005)usespec-
ulationto improve security They testsuspiciousetwork inputin
aninstrumentecrocesga “shadav honeg/pot”) androll it backif
it detectsan attack.Speckdiffers from this work by parallelizing
the work doneby security checks,both with the uninstrumented
processaandwith latersecuritychecks.

Researcherat Intel proposechardwaresupportto enablemon-
itor checksto runin parallelwith the original program(Chenetal.
2006). They proposedto modify the processotto trace an unin-
strumentegrocessandshipthetraceto a monitorprocessunning
on anothercore. As with Speck,this enablegshe uninstrumented
processto run in parallelwith the security check. Speckdiffers
from this work in several ways. Most importantly Speckenables
asecondype of parallelismwhichis to runin parallelasequence
of securitychecksfrom different pointsin a process execution.
SecondSpeckallows the uninstrumentedersionto safelyexecute
systemcalls that do not externalizeoutput (ratherthan blocking



on every systemcall). Third, Speckonly shipsnon-deterministic
eventsto the monitoring procesgratherthana traceof every in-
struction),and this lowersthe overheadof synchronizatiorby an
orderof magnitudeFinally, Speckrequiresno hardwaresupport.

Finally, mary researchersave exploredwaysto acceleratspe-
cic security checks.For example, Ho et al. (2006) accelerate
taint analysisby enablingand disabling analysisas taint enters
andleavesa system,and Qin et al. (2006) accelerateaint anal-
ysis throughruntime optimizations.Theseideasare orthogonalo
our work, which seeksto acceleraterbitrary security checksby
runningthemin parallelwith the original programandwith each
other

9. Conclusion

Two trendsmotivate our work on Speck First, the dif culty of de-
fendingsystemsgainstttaclersis spurringonthedevelopmenbf
active defenseghat useexpensve run-time securitychecks.Sec-
ond, future processotimprovementswill mostlikely comefrom
increasedarallelismdueto multiple cores,ratherthanfrom sub-
stantialimprovementsn clock speed.

Speckstandsatthecon uenceof thesewo trendslt reduceshe
costof instrumentingsecuritychecksby decouplinghemfrom the
critical pathof programexecution,parallelizingthem,andrunning
themon multiple cores.Our resultsfor threesecuritychecksshav
substantiakpeedup®n commodity multiprocessorswvailable to-
day We hopethatparallelizingsecuritychecksin this mannemwill
enablethedevelopmentanduseof anew classof powerful security
checks.
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